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Secure Proximity and Location Verification

Attacks on Location Selected Research
Breaking the Formation: The Impact of GNSS Spoofing on UAV 
Swarms, Aanjhan Ranganathan, Adam Belfki, Pau Closas (InsideGNSS 
Magazine 2024) 

An Experimental Study of GPS Spoofing and Takeover Attacks on 
UAVs, Harshad Sathaye, Martin Strohmeier, Vincent Lenders, Aanjhan 
Ranganathan (USENIX Security 2022)


VRange: Enabling Secure Ranging in 5G-NR Wireless Networks, 
Mridula Singh, Marc Roeschlin, Aanjhan Ranganathan, Srdjan Capkun 
(NDSS 2022) 

SemperFi: Anti-spoofing GPS receiver for UAVs, Harshad Sathaye, 
Gerald LaMountain, Pau Closas, Aanjhan Ranganathan (NDSS 2022)

Towards Secure and Private Wide-area Positioning



Swarm Takeover through GPS Spoofing



Swarm Takeover through GPS Spoofing



Security and Privacy in xIoT
Validating and Building Trustworthy Smart Ecosystems

Mon(Iot)Or Lab at Northeastern University

Selected Research
MakeShift: Security Analysis of <redacted> Wireless Gear 
Shifting in Bicycles, Maryam Motallebighomi, Earlence 
Fernandes, Aanjhan Ranganathan (Usenix WOOT 2024) 

Track You: A Deep Dive into Safety Alerts for Apple AirTags, 
Narmeen Shafqat, Nicole Gerzon, Maggie Von Nortwick, Victor 
Sun, Alan Mislove, Aanjhan Ranganathan (PETS 2023) 
 
ZLeaks: Passive Inference Attacks on Zigbee based Smart 
Homes, Narmeen Shafqat, Daniel Dubois, Dave Choffnes, Aaron 
Schulman, Dinesh Bharadia, Aanjhan Ranganathan (ACNS 2022, 
Best Student Paper Award) 
 
Privacy-Preserving Positioning in Wi-Fi Fine Timing 
Measurements, Domien Schepers, Aanjhan Ranganathan  
(PETS 2022) 



Wi-Fi and Cellular Security

Selected Research

Framing Frames: Bypassing Wi-Fi Encryption by 
Manipulating Transmit Queues  
Domien Schepers, Aanjhan Ranganathan, Mathy Vanhoef 
(USENIX Security 2023)

Freaky Leaky SMS: Extracting User Locations by Analyzing 
SMS Timings 
Evangelos Bitsikas, Theo Schnitzler, Christina Poepper, Aanjhan 
Ranganathan (USENIX Security 2023)


On the Robustness of Wi-Fi Deauthentication 
Countermeasures, Domien Schepers, Aanjhan Ranganathan, 
Mathy Vanhoef (Wisec 2022)



Broader Impact



Evolution of Cellular Networks
From Analog to 5G

between the wire-line network and the radio network for all mobile 
te lephones interfacing with it. Th i s requires real- t ime control, which 
is accomplished with s tored-program techniques . In addition, each cell 
site performs o ther control and signaling functions discussed below. 

3.3 The Mobile Telecommunications Switching Office 

T h e Mobile Telecommunica t ions Switching Office (MTSO ) serves as 
the central coordinator and controller for A M P S and as t h e interface 
between t h e mobile and the wire-line network. As described previously, 
all information exchanged over this interface employs s tandard tele-
phone signaling. Hence, s tandard switching techniques are required 
within the M T S O . In addit ion, the M T S O mus t (i) adniinister radio 
channels allocated to A M P S , (ii) coordinate the grid of cell si tes and 
moving subscribers, and ( Hi) main ta in the integri ty of t h e local A M P S 

system as a whole. These new switching functions require extensive 
use of s tored-program technology within the M T S O . 

3.4 Interconnection of subsystems 

Interconnect ion of the th ree major control e lements is shown in Fig. 
3. T h e mobile te lephone communicates with a nearby cell site over a 
radio channel assigned to t ha t cell. T h e cell site, in turn , is connected 
by land-line facilities to t h e M T S O , which interfaces with t h e wire-line 
network. As Fig. 3 also indicates, a considerable a m o u n t of da ta is 
exchanged between pairs of A M P S control elements . For instance, call 
s e tup da ta are exchanged between the mobile te lephone and the cell 
site over radio channels reserved for this purpose. T h e voice channels 
also carry da ta to control and to confirm various mobile te lephone 

C O M M U N I C A T I O N »4« C O M M U N I C A T I O N 

Fig. 3—AMPS system control elements. 
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Today’s 5G networks..

Image source: VIAVI



SMS-based Location Inference

Freaky Leaky SMS: Extracting User Locations by Analyzing 
SMS Timings   
Evangelos Bitsikas, Theodor Schnitzler, Christina Pöpper, Aanjhan 
Ranganathan (Usenix Security 2023)
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SMS Insecurity



Can we infer the location of a victim 
by simply sending SMS messages?



Attack Overview
Goal: Identify the location of the SMS recipient-victim

1. Know the routine locations and mobile number of the victim.

2. Send silent SMSs and receive acknowledgements and delivery reports.

3. Use the SMS timings to generate fingerprints per location.

4. Use the fingerprints to predict the location of the victim using ML techniques.

Steps:



Tracking a diplomat to routine locations

SMS Measurements
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SMS Measurements

SMS MeasurementsSMS Measurements

Example Scenario



Our Contributions
• Unique and stealthy location identification attack based on the SMS 

infrastructure.


• Large-scale evaluation: 3 continents, 9 countries, 10 operators, and 16 
devices.


• The attack can achieve up to 96% accuracy for international classifications, 
and over 70% more for many national/regional classifications.


• Countermeasures against the SMS location inference attack.



SMS Network Architecture



SMS Timing Delays and Flow 



SMS Timing Features

The location signature/fingerprint is a combination of these six features: 
 (Tsent, Tdel, Ttot, P, T∆sent, T∆del)

Individual SMS

Consecutive SMS



Evaluation Method and Setup

Preparation Phase Attack Phase

• SMS burst: 20 silent SMSs per 
hour (continuously).


• Various times of the day, 
network configurations, and 
levels of network loads.


• Locations in GR, DE, DK, UK, 
US, AE, NL, BE, LU.


• Connection Types: LTE, LTE+, 
5G NSA/SA


• Routing Modes: SMSoIP, 
SGsAP/Diameter


• Approximately 155,512 SMSs 
in total.



ML Parameter Tuning

• Manual & Automatic Hyperparameter tuning


• Stochastic gradient descent solver


• SoftMax and Sigmoid activations


• Three layers of 10, 40, 10


• Maximum iterations: 5000


• Constant learning rate


• Batch size: 32


• Alpha: 0.0001

Multi Layer Perceptron (MLP) Neural Network



Results
International Classification



Results
Regional Classification



Pros and Cons
• Low attacker resources (e.g., no need for false base stations)


• Stealthy (silent SMS), no need for infrastructure access (e.g., network insider)


• Existing SMS infrastructure available across generations of cellular networks


• Well, its machine learning :)


• Less accurate than other sophisticated location inference attacks especially for 
multiple classes 

• Hard to adapt top an open-world setting


• Provider might block that single sender 



Can we leverage multiple senders 
to improve on the limitations?

Amplifying Threats:  
The Role of Multi-Sender Coordination in SMS-Timing-Based Location Inference Attacks  

Evangelos Bitsikas, Theodor Schnitzler, Christina Poepper, Aanjhan Ranganathan (Usenix WOOT’24)



Role of Multi-sender Co-ordination in Location Inference

•   Significantly improve the accuracy of the model


•   Combine multiple sender locations for “multilateration”


•   Statistically fuse synchronized features to create robust fingerprints


•   Reduce the sample sizes -> Less SMS transmissions 

• Synchronous transmissions of silent SMSs


• Recording of the timing characteristics 
with the timestamps


• Combination and statistical fusion of 
sender data


• ML training and prediction 



Expanded Feature Set and Fusion 
Initial Features:

Expanded Features:

On single  
transmissions

On consecutive  
transmissions

Mean, Median and Standard 
Deviation per two sender 
locations



Results for Multi-sender



Countermeasures

Rejecting/Dropping Silent SMS at the Core Network

More Robust Spamming/Flooding Filters

Artificial Random Delays for the Delivery Report

Total Elimination of the Delivery Reports



From threats to 
building frameworks and networks…



4G to 5G transition

Image source: IPLook/GSMA



5G Standalone (SA)
The Real 5G
• Increasing complexity across the board even from 4G 


• Network slicing, ultra-low latency, massive machine-machine 
communications, and so on..


• Interesting facts (in theory of course): 5G SA can support up to 1 million 
devices per square kilometer, ultra-low latency of 1 ms (~50 ms in 4G 
LTE) and is almost always used alongside technology jargons such as 
autonomous vehicles, mixed reality, remote surgery, etc.



5G SA User Equipment (UE) Security 

• Are they implemented in the 
UE? 


• Are they following the 
specifications?


• An over-the-air test may reveal 
the real scenario
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5G SA User Equipment (UE) Security 

Need for frameworks verifying the security of implementations,  
specifically 5G SA UE devices

• Are they implemented in the 
UE? 


• Are they following the 
specifications?


• An over-the-air test may reveal 
the real scenario



ASTRA-5G
Automated Over-the-Air Security Testing and Research Architecture for 5G SA Devices

• Users can generate verity of test cases


• Tests can be executed automatically one after another at a high speed (e.g., 4 
tests/minute)


• Evaluation reports are generated, eliminating time-consuming & labor-intensive 
manual checks


• Users do not need deep knowledge in this domains to conduct the tests

ASTRA-5G: Automated Over-the-Air Security Testing and Research Architecture for 5G SA Devices  
Syed Khandker, Michele Guerra, Evangelos Bitsikas, Roger Piqueras Jover, Aanjhan Ranganathan, Christina Poepper (ACM WiSec 2024)



Automation Process



Automation Process



Automation Process



Test Case
• A test case is a set of instructions to be 

executed in the core network to send a 
fabricated signal to the UE via RAN.


• The follow-up uplink message reveals the 
UE’s response to the test.


• A test case can be formulated in a way that 
either follows the protocol or violates it.


• Therefore, the follow-up uplink message 
reveals whether UE adheres to the protocol 
or not.



UE Response



Possible Test Cases

•  Requesting IMEI before 5G-AKA completion  


•  Request to accept null integrity / cipher algorithm    


•  Sending a security-protected message as a plain 
message     


•  Using an inappropriate security header type  


•  Sending a message out of sequence


•  Parameter violation: ABBA, RAND, AUTN, ngKSI tsc, 
ksi, GMM cause, etc.



Experiment Setup and Verification

• Checking the hooking point, DL message, and parameters 
from the test case    


• Identify the same from the pcap file     


• Retrieving the UE response for the test case  


• Evaluate whether the UE response aligns with the state and 
parameters according to the protocol

Test Evaluation



Example Test Case: Identity Request



Example 2: Plain and Protected Message



Summary of Results



LLM-based Evaluation
Of-course, why not?

• ChatGPT


• Google Bard


• LLAMA-2

ChatGPT Answer: Based on the provided information, the UE behavior appears to be secure. The UE 
did not respond to the identity request from the AMF because the AKA (Authentication and Key 
Agreement) was not completed. This is a security measure to prevent unauthorized access or 
manipulation of the UE's identity. The UE is correctly waiting for the completion of the AKA before 
responding to the identity request, which is a good practice in maintaining the security of the UE. 
Therefore, the UE passes the test.



LLM-based Evaluation

*All times in seconds



Summary
• 5G SA testing is not straightforward, requires handling all the network 

components e.g., core, RAN, and UE


• Automation significantly reduces testing complexity and broadens the testing 
scope (e.g., order of multiple minutes to ≈15 seconds)


• Such open source tool can ensuring transparency and independence in testing


• In the future, LLM will play a crucial role in the cellular security domain

Github Repo



• Interesting facts (in theory of course): 5G SA can support up to 1 million 
devices per square kilometer, ultra-low latency of 1 ms (~50 ms in 4G 
LTE) and is almost always used alongside technology jargons such as 
autonomous vehicles, mixed reality, remote surgery, etc.

Do you remember this statement?



Drone Swarms — Crowd Monitoring
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Drone Swarms — Crowd Monitoring



Drone Swarms — Crowd Monitoring



Many limitations…

Conventional cellular networks  
Single points of failures 
Slow M2M communications 
Deficient failure recovery mechanisms

Rigid 

Static  

Immobile 

Not fully suitable for dynamic 
applications and devices

{
Can 5G really support massive M2M applications in its true sense?



Dyna-5G

• Every node in the network can act as UE or RAN/Core Network


• No single point of failure


• Dynamic reconfiguration of the network 


• Failure recovery mechanisms

Dynamic 5G standalone deployment tailored specifically for 
massive M2M



Network Requirements & Structure

Drone network transition during the mission Cellular protocol integration

System structure per device



Finite State Machine & Performance Calculation

Performance Score Calculation:

1. 𝐶𝑐(𝑖) = (𝑀+𝐵+𝑃)/3

‣ State Controller 

‣ Network State Table 

‣ Operational Timers (e.g., leader selection timer)
Main implementation components: 

Initialization: EI 
Entering: EE 
Leader Selection: ELS 
Exiting: Ex 
Failure: EF 
Recovery: ER

2. 𝑆𝑝(𝑖) = 100/1+𝑎·𝑑𝑖𝑠𝑡(𝑃(𝑖),𝐶𝑂𝑀𝑥,𝑦,𝑧)

3. 𝑆(𝑖) = (𝑆𝑝(𝑖)+𝐶𝑐(𝑖))/2



Network Operations

❖ Preparation Phase 

❖ Discovery & Association Phase

❖Heartbeat Process 
❖Performance self-evaluation 
❖Performance Sharing  
❖Leader Selection 
❖Cellular-level health checks 
❖Application layer health checks

Post-Initialization:Network Initialization:



Evaluation Platform



Evaluation Platform
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Evaluation Platform



Evaluation Platform







Physical Setup



Next steps…

• Secure deployment of private 5G networks at scale specifically tailored for 
autonomous cyber-physical systems 


• Addressing challenges in deploying various distributed/decentralized 
algorithms developed by the robotics community with available wireless 
networks 
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