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This talk
The Android ecosystem

● 3+ billion active users
● 9+ million mobile apps

Complex supply chain

● Android Open Source Project (AOSP)
● Original Equipment Manufacturers 

(OEMs)
● Mobile Network Operators (MNOs)
● Device resellers
● Third-party developers
● Application markets
● Advertising and Tracking Services (ATS)

How do we conduct empirical 
security and privacy research in this 
ecosystem?
Examples, with a focus on the 
methods:
● Preinstalled software
● Over-the-air system updates
● Customizations of the 

permission system
● Software attribution
● Sensitive data leakages through 

side channels
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Roadmap

An Analysis of Pre-installed Android Software
IEEE SP 2020

Trouble Over-The-Air: An Analysis of FOTA Apps in the Android Ecosystem
IEEE SP 2021

Log: It’s Big, It’s Heavy, It’s Filled with Personal Data! Measuring the Logging 
of Sensitive Information in the Android Ecosystem
USENIX Security 2023
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An Analysis of Pre-installed Android Software

Julien Gamba, Mohammed Rashed, Abbas Razaghpanah
Juan Tapiador, Narseo Vallina-Rodriguez

41st IEEE Symposium on Security and Privacy
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3 billion active users
... and counting

6



Android Open Source Project (AOSP)
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System applications

►are privileged by the system

►can run in background without user interaction

►cannot (easily) be uninstalled

8



Chipsets 
manufacturers

ODM /
Vendors App markets MNOs Resellers /

Distributors

The supply chain can be very large
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Google Play Protect
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This has serious privacy and security implications
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Research questions

1. who pre-installs applications on Android devices?

2. what are these apps doing?

3. what can we do about it?

Let’s take a deep look at this ecosystem
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Data collection at scale
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Data collection at scale
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Data collection at scale

1.7K
users

82K
apps

130
countries

214
vendors
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https://androidobservatory.com/datasets/ 16

https://androidobservatory.com/datasets/


RQ1: Who put this here?

Supply chain analysis of pre-installed applications
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How to identify app developers?
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How to identify app developers?
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How to identify app developers?
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There is no reliable way to identify
the developer of an application
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Third-party libraries
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There is virtually no user consent
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RQ2: What are these apps doing?

Capability and behavioral analysis of pre-installed apps
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A quick Android permissions primer

Microphone

Contacts

Storage

Location
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Custom permissions
android.permission.BAIDU_LOCATION_SERVICE
com.digitalturbine.ignite.ACCESS_LOG
…
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Custom permissions

Revealing partnerships
through custom permissions
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Access to sensitive information
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Where does all that info ends up?
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Other stuff

Malware

• Triada
• Rootnik
• Gmobi

Also

• Rooting apps
• Engineering mode apps
• Blockers
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Recommendations for stakeholders and regulators

1. Improve documentation of APIs and custom permissions
2. Improve transparency (e.g., publish official certificates)
3. Set stricter policies to control

the supply chain and the
activities of OEM vendors

4. Regulatory controls
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Trouble Over-The-Air: An Analysis 
of FOTA Apps in the Android 
Ecosystem

Eduardo Blázquez, Sergio Pastrana, Álvaro Feal, Julien Gamba, Platon Kotzias, Narseo Vallina-
Rodriguez and Juan Tapiador

42nd IEEE Symposium on Security and Privacy



FOTA: Firmware-Over-The-Air

▷ Critical pre-installed app

▷ Manages Android system updates

▷ Turns a static supply chain into a dynamic 
one
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The Real World: Motivation

37



Research Questions

▷ How to detect a FOTA app?

▷ Who is behind this software?

▷ What capabilities do these apps have?

▷ What behaviors do they have?

38



FOTA Lifecycle
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1. Requests 
update 

Information

2. Sends 
available updates 

and where to 
find them

3. Notify User

4. Queries 
for update

5. Sends 
update.zip

6. Verifies the 
update

7. Applies 
update

Trusted 
certificates



Datasets
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Firmware Scanner1 Reputation and Installation Logs

● +400K pre-installed apps
● Device information

● Reputation logs
● Installed packages 

information



FOTA Finder

❏ Static analysis tool to automatically detect FOTA applications.

❏ Search for 4 specific signals related to FOTA:
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❖ verifyPackage()

❖ installPackage()

❖ applyPayload()

❖ “/cache/recovery/comm
and” and “--update-
pacakge”



FOTA Discovery Process and Results
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FotaFin
der

DEXtripador

2,013
FOTAs

422,121

Pre-installed
Apps

ODEX DEX

FOTA

No FP found!



FOTA Stakeholder Analysis
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2,013
FOTAs

53%

9%

1.6%

9%



Distribution of FOTA Stakeholders in Devices
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Security Implications
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AOSP default test keys were used to sign FOTAs 



Static analysis of FOTA behavior
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FOTA apps in Telemetry data
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2,013
FOTAs

Telemetry 
Analysis

20
FOTAs

961,424 
Installation 

Events



FOTA installers
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Malicious Installations

Potentially Unwanted Programs

❏ adware

❏ smsreg

❏ hiddad

Malware families

❏ triada

❏ necro

❏ guerilla
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Conclusions

❏ Many different stakeholders lead to a complex and fragmented 
ecosystem

❏ Dynamic Android supply chain due to FOTA updates

❏ Potential privacy-intrusive practices

❏ Unwanted and malicious software installations
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Recommendations
No an easy-to-solve problem

We recommend:

❏ Following best practices in FOTA development

❏ Increase transparency through public documentation

❏ Separate system from non-system installation capabilities
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Log: It’s Big, It’s Heavy,
It’s Filled with Personal Data!

Measuring the Logging of Sensitive
Information in the Android Ecosystem

52

Allan Lyons Julien Gamba Austin Shawaga

Joel Reardon Juan Tapiador Serge Egelman Narseo Vallina-Rodríguez



Google-Apple Exposure Notification
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Solid algorithm, but…



GAEN logged “Anonymous” Identifiers
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Exposure status also logged
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READ_LOGS Permission
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“Not for use by third-party applications, 
because Log entries can contain the 
user's private information.”
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Logging on Android: Two Questions

1. Are developers following Google’s guidelines or 
does sensitive information end up in the logs?

2. Given the lack of supply chain controls, are there 
apps that can access the logs?
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#1 : Is Sensitive Information in the Logs?
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Personally Identifying Information (PII)
• Direct Identifiers
• Email Address
• Phone Number
• User Name

• Indirect Identifiers
• Android ID
• MAC Address
• IMEI
• Serial Number

• User Location
• GPS Coordinates
• Nearby WiFi and Bluetooth devices
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Logging by Default
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Phone Identifier Proximate Data

Make Model Android 
Version SSID BSSID BT 

MAC
WiFi 
MAC IMEI Serial Phone 

Num
Email 

Address GPS Nearby 
SSIDs

Nearby 
BSSIDs

Nearby 
BT MACs

Bluetooth 
Payloads

Read 
Logs

Blu Studio Mini 9 ✔ ✔ ✔ ✔ ✔ ✔ ✔ 5
Cubot Note 7 10 ✔ ✔ ✔ ✔ ✔ ✔ ✔ 4
Google Pixel 3a 9 ✔ ✔ ✔ ✔ ✔ ✔ 6
Google Pixel 3a 12 ✔ ✔ ✔ ✔ ✔ ✔ 6
Huawei Nova 5T 9 ✔ ✔ ✔ ✔ ✔ ✔ ✔ 58
LG K51 12 ✔ ✔ ✔ ✔ ✔ ✔ 58
Motorola G Play 10 ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 34
Motorola One 5G Ace 10 ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 34
Nokia 3.4 10 ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 5
Nokia 3.4 12 ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ 22
Samsung Galaxy A12 10 ✔ ✔ ✔ ✔ ✔ ✔ ✔ 14
Samsung Galaxy A21S 10 ✔ ✔ ✔ 83
Samsung Galaxy A21S 12 ✔ ✔ ✔ 95
uleFone Note 11P 11 ✔ ✔ ✔ ✔ 34
ZTE Blade A5 2020 9 ✔ ✔ ✔ ✔ ✔ ✔ ✔ 4
Total 15 15 8 9 5 6 4 15 4 8 7 3 2



64



65

PII in the 
Wild 
Experiment



PII broadly found on phones
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PII Type PII Class Prevalence
Email Address Direct ID 16%
Phone Number Direct ID 3%
Bluetooth Scan MAC Location ID 2%
Bluetooth Scan SSID Location ID 2%
Coarse Location Location ID 24%
Fine Location Location ID 22%
WiFi Router MAC Location ID 67%
WiFi Router SSID Location ID 68%
WiFi Scan MAC Location ID 14%
WiFi Scan SSID Location ID 39%
Android ID Non-resetable ID 8%
Bluetooth MAC Non-resetable ID 11%
IMEI Non-resetable ID 6%
Serial Number Non-resetable ID 4%
Bluetooth Name Other ID 69%
WiFi Randomized MAC Other ID 78%
Any PII Detected 94%



Google Pixel 3a connecting to WiFi
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Google Pixel 3a Connecting to WiFi

D wpa_supplicant: wlan0: Own MAC address: aa:52:0f:bc:55:60
D wpa_supplicant: wlan0: BSS: Add new id 2 BSSID a8:70:5d:84:2a:de SSID

'ShawMobileHotspot' freq 5765 HESSID a8:70:5d:84:2a:de
I wpa_supplicant: wlan0: RX-ANQP a8:70:5d:84:2a:de 3GPP Cellular Network 

information
D WifiClientModeImpl[wlan0]: ConnectedMacRandomization SSID(The-

Internet). setMacAddress(aa:52:0f:bc:55:60) from 02:c3:72:e5:15:17 = 
true

I WifiClientModeImpl[wlan0]: Connecting with aa:52:0f:bc:55:60 as the mac 
address

I wpa_supplicant: wlan0: Trying to associate with SSID 'The-Internet'
I wpa_supplicant: wlan0: Associated with 08:9e:08:e4:2b:a0
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wpa_supplicant Logging
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wpa_debug.h

#ifdef CONFIG_NO_STDOUT_DEBUG
#define wpa_dbg(args...) do { } while (0)
#else /* CONFIG_NO_STDOUT_DEBUG */
#define wpa_dbg(args...) wpa_msg(args)
#endif /* CONFIG_NO_STDOUT_DEBUG */

wpa_supplicant.c

wpa_dbg(wpa_s, MSG_DEBUG, "Own MAC address: " MACSTR, MAC2STR(wpa_s-
>own_addr));



Xiaomi Redmi Note 9 (Android 11)

I [BIP]   :  [BIP NL] IPv6: *:*:*:*:*:*:*:*
I [BIP]   :  [BIP NL] addr state is 3, ipv4=*.*.*.*, ipv6=*:*:*:*:*:*:*:*
I WifiHAL : data: version=1, cur_rssi=-66 BSSID=12:0c:*:*:*:d9
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Sample Volley Log Entry

D Volley  : [919] BasicNetwork.logSlowRequests: HTTP
    response for request=<[ ] https://apis.netmarble.
    com/mobileauth/v2/players/063DFBE41A1342449E74C89BF
    2757786/deviceKeys/3CBCDA0D7F054EA5964CDAAD3353C651
    /accessToken?nmDeviceKey=d8b1df4dbf6926b2&country
    Code=CA&adId=7f9e4fac-c211-498e-804c-6befc76d39530

xac67c518 IMMEDIATE 3> [lifetime=445], [size=851],
    [rc=200], [retryCount=0]

com.netmarble.war
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Volley Logging Code
private static final int SLOW_REQUEST_THRESHOLD_MS = 3000;

private NetworkUtility() {}

/** Logs requests that took over SLOW_REQUEST_THRESHOLD_MS to complete. */
static void logSlowRequests(long requestLifetime, Request<?> request, byte[] responseContents, int 
statusCode) {
 if (VolleyLog.DEBUG || requestLifetime > SLOW_REQUEST_THRESHOLD_MS) {
  VolleyLog.d("HTTP response for request=<%s> [lifetime=%d], [size=%s], "
  + "[rc=%d], [retryCount=%s]", request, requestLifetime,
  responseContents != null ? responseContents.length : "null",
  statusCode, request.getRetryPolicy().getCurrentRetryCount());
 }
}
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Volley has Changed
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73
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Sample log entry from Shopper’s App

D AdobeExperienceSDK: Rules Engine - Original EventData for Event #424: 
{"action":"product-view","contextdata":{"registrationStatus":"unverified 
user","pharmacyLoginMethod":"email","digitalId":"DD1D594EAC4160E72A2
92FCC13D1FD1AC4D4EBA532953A19596C99AF57DF19AC","productBrand":"
Aspirin","modifaceAvailable":"false","trackAction":"true","pcOptimumWallet
Id":"1184842589","customerLoyalty":"new","language":"english","pwpItem"
:"false","screenName":"pdp","loginStatus":"true","productName":"ASPIRIN 
81mg, Daily Low Dose Enteric Coated Tablets, 180 Tablets", "screenSection": 
"shop","productCode":"056500355133","appSection":"shop","certonaClick":
"false","outOfStock":"false","hitTimestamp":"2023-07-26 11:50:10.868-
0600","pcIdId":"e767538a-636c-4b0b-985a-348c79addc07", 
"productPrice":"$25.99","&&products":";056500355133;;","actionName":"p
roduct-view","trackState":"false"}}
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{

  "action": "product-view",

  "contextdata": {

    "registrationStatus": "unverified user",

    "pharmacyLoginMethod": "email",

    "digitalId": "DD1D594EAC4160E72A292FCC13D1FD1AC4D4EBA532953A19596C99AF57DF19AC",

    "productBrand": "Aspirin",

    "modifaceAvailable": "false",

    "trackAction": "true",

    "pcOptimumWalletId": "1184842589",

    "customerLoyalty": "new",

    "language": "english",

    "pwpItem": "false",

    "screenName": "pdp",

    "loginStatus": "true",

    "productName": "ASPIRIN 81mg, Daily Low Dose Enteric Coated Tablets, 180 Tablets",

    "screenSection": "shop",

    "productCode": "056500355133",

    "appSection": "shop",

    "certonaClick": "false",

    "outOfStock": "false",

    "hitTimestamp": "2023-07-26 11:50:10.868-0600",

    "pcIdId": "e767538a-636c-4b0b-985a-348c79addc07",

    "productPrice": "$25.99",

    "&&products": ";056500355133;;",

    "actionName": "product-view",

    "trackState": "false"

  }

}

"digitalId": 
"DD1D594EAC4160E72A292FCC13D1FD1AC4D
4EBA532953A19596C99AF57DF19AC"

"productName": "ASPIRIN 81mg, Daily Low 
Dose Enteric Coated Tablets, 120 Tablets"

"pcIdId": "e767538a-636c-4b0b-985a-
348c79addc07"

76

"action": "product-view"

"pcOptimumWalletId": "1184842589"



Adobe Experience Documentation
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#2 : Are Apps Able to Access the Logs?



Do Apps Read Logs?

• Linking our field study to the dataset collected by Gamba et al.
• 1,319 apps with READ_LOGS permission
• 63 apps run logcat as a shell command
• 15 of these have code to save the logs to the SD card
• 9 apps post raw logs to the Internet
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READ_LOGS Permission: What is a “third-party”?
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“Not for use by third-party applications, 
because Log entries can contain the 
user's private information.”



Apps with READ_LOGS.  Third-party or not?

• Apps by Mobile Network Operators like Verizon, AT&T, Telefonica
• Apps by large companies like Amazon, Baidu, Microsoft, Tencent
• Analytics services like Digital Turbine
• Utility apps such as “device cleaners”
• Parental control apps
• Anti-virus software

• Note that any SDKs used by the above inherit the permissions of the 
apps that include them
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Mitigations
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Recent Changes to Android
• “On Android 13, if an app tries to access all device logs for 

approved use cases such as app feedback or bug reporting, 
the system will ask you if you want to provide the app with 
one-time access to this more expansive set of logs.”
• Mitigation

• If an app in the foreground with READ_LOGS requests access to 
the device logs, the system prompts the user to approve or deny 
the request.

• An app running in the background is automatically denied unless 
the app
• Shares the system UID
• Uses a native system process (UID < APP_UID)
• (and a few other cases listed in the documentation)
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Conclusion
• Logging of potentially sensitive information is 

prevalent despite Google’s recommendations to 
protect end users
• System services log sensitive information
• Misconfigured libraries and SDKs
• “Debugging during deployment”

• Many preinstalled apps can read the logs

• Impact: Our work has led to a change in Android 
log access notification 
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