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Sysadmin, Researcher, Teacher

s p - //
EMail: contact@as59645.net
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Sysadmin, Researcher, Teacher

NHow can we bui |l d rélidblesy
and secure , which support society in
answering the practical problems of our time
without I nt roduci ng new %
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A Burning World

By Cameron Strandberg from Rocky Mountain House, Alberta, Cab&ia 7139, CC BY 2.0, https://commons.wikimedia.org/w/indpRqirid=12424098
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Related Publication: IR : 3
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Security is an effect, not a goal

anddaugh

ADetlef, 58, with Elbemetal for
42 years. Internal tinkerer. CNC
etc.; The old (manual) stuff.

ANOTg o od @Wonpuiersé
IT still looks shellshocked when
they think back to the SAP
rollout on the box for his new
CNC machine.

AGrandpa since two weeks ago.

AT h at 6 &lbemétal now has
ransomware.

AWhy?



| magi ne, to | nt o wor Kk

Allowlist IP fo
@ \Vebmalil
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b L 00In by SS

(ooGo to website ) @Go to website )

wlLogin wGo to website wlLogin wUse SSH key
W2ZFA wlLogin W2FA w2FA
wGet priv. key sent by ZFg\ wAllowlist IP (Valid: Be | di
mail (valid: 24h) @ _ _ 24h) wbe loggedin
wAllowlist IP (Valid:
15m)
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key

D Wl Allowlist for
SSH
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eople finding

C | @ Secure

@79.7.88.196

City

Country
Organization
ISP

Last Update
Hostnames

ASN

https://www.shodan.io/host/79

Turin

Italy

Telecom Italia Business

Telecom Italia Business
2017-12-20T12:13:45.187316
host196-88-static.7-79-b.business.telecomitalia.it

AS3269

Security is an effect, not a goal

[

i= Services

Content-Length: 1148
http Cache-Control: no-cache no-store
Content-Type: text/html

Related Publication:

Il nvestigating System Operatorséo
Tobias Fiebig ACM S/ GSAC Conference

© Mapbox © OpenstrestMap Improve this map © DigitalGlobe
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Security Misconfigurations

Y
W
W
0%

AWhen security falls of the ledge
ASimple mistakes

AOversights 0 mongo!
APeople doing people things

Related Publication:

Security is an effect, not a goal Il nvestigating System Operator s6é P eConstpneeDti iew & i @
Tobias Fiebig ACM S/ GSAC Conference on Computer and C



Security Misconfigurations

Related Publication:

Security is an effect, not a goal Il nvestigating System Operators
Tobias Fiebig ACM S/ GSAC Conference on

Computer
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Prevention Is not easy

]

Automation

S e

Better Processes
(not more)

Security is an effect, not a goal

Better Documentation Clear (shared) Responsibilities

Incident RPGs Really Blameless
Post-Mortems

Related Publication:

| nvestigating System Operatorso

Tobias Fiebig ACM S/ GSAC Conference
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Safety Science

' - [27, 29, 108, 111] = 20
Taylorism(27.29.69. 108, 132, 1341 Hejnrich domino model(s?. 1321 sk dhasss wpd Safety 11"}

Accident proneness('5.27. 1321 Heinrich iceberg modell132] Normal accident theory” 1! Resiliencel?"**

Newtonian viewl2s. 29] Behavior-based safety(27. 4] High-reliability organizations!*’ ¢! Restorative justice!

Description: Description: Description: Description:
Accidents have preventable Cause-effect, linear Latent conditions of failure Emergence of success and
causes Decomposable systems Judgement and burecaucracy failure
Certain types of people are Bimodal functionality Organizational culture Variable performance
prone to accidents Compliance Loose vs. tight coupling How do things go well?

w1 Time-motion studies . Human error — i - No-blame culture

" Proceduralization and i » » Trust and accountability
violations - B

Level of analysis!'%7]: Level of analysis[17); Level of analysis('°7]: Level of analysis!!?7):

Individual Individual Individual Individual

Organizational Organizational
Societal

Figure 2: Overview of the development of human factors research in safety science [27]. Note how over time, the perspective shifted away from individual
responsibility to, first, organizational factors, and finally to a societal perspective. Ultimately, the focus is no longer on how to prevent human error, but instead,
on how to facilitate proper resilient operations.

Related Publication:
Security is an effect, not a goal Kaur, Mannat, et al. "Human factors in security research: Lessons learned from 2008-2018." arXiv
preprint arXiv:2103.13287 (2021).




Safety Science

ALook at what works instead of focusing on what does not
ASystems must be resilient as (human) error is /inevitable
AHuman error cannot be removed or prevented

AA system (organization) may lead to failure

AWe need a just/blameless culture to identify root-causes

- o i< chees. 127,29, 108, 111
Taylorisml27.29.69.108.132, 1341 Heinrich domino modelte 1321 Systems. /27, 1 Swiss cheese model

Accident proneness(!s.27. 132 Heinrich iceberg modelli32] 2 Normal accident theory!?” 1°¢! Resilience!
Newtonian view(2s.29] Behavior-based safetyl27.46] Gib <51 High-reliability organizations®'4)  Restorativ

Description: Description: p Description: Description:
Accidents have p C ffect, lincar eor Latent conditions of failure ¢
causes. Decomposable systems Judgement and bureaucracy
@ Certain types of people arc @ Bimodal functionality @ Organizational culture riable performance @
prone to accidents Compliance Y Loose vs. tight coupling How do things go well?
o, Time-motion studics e Human error 3 v ) g No-blame culture

" Proceduralization and . Ny enginee; d epide ust and accountability

violations

Level of analysis!"7): Level of analysis(197):
Individual efoatad

Organizational

Figure 2: Overview of the development of human factors research in safety science [27]. Note how over time, the perspective shifted away from individual

responsibility to, first, organizational factors, and finally to a societal perspective. Ultimately, the focus is no longer on how to prevent human error, but instead,
on how to facilitate proper resilient operations.

Related Publication:

Kaur, Mannat, et al. "Human factors in security research: Lessons learned from 2008-2018." arXiv
preprint arxiv:2103.13287 (2021).
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APeople running systems

ANot developpers( we | | | Diety Gp ST ERLLt wn o ]
ANot users (but it depends)

AWhat?

Related Publication:
Security is an effect, not a goal Il nvestigating System Operator s6é P eConstpneeDti iew & i @ g @&y r
Tobias Fiebig ACM S/ GSAC Conference on Computer and C ;




Sysyops Who they are and what they do

ANISTsays:/AAii ndi vi dual s responsi bl
maintenance of an information system, providing effective
Information system utilization, adequate security parameters,
and sound implementation of established Information
IS, SNUNBERNG. ..o Dol Y ..an'd “pr oced

ALimoncelli et al. define a sysadminasione who man
computer and network systems on behalf of another, such as
a e VI T O )T W-0% . 8 NGCN (e il O

Related Publication:

Security is an effect, not a goal Al needed taverghelhnesso :t hleoow system administrati el§,

Mannat Kalohias Fiebhig ACM CSCWo622 / PACM HCI, 2022.
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Enterprise Security

AMonitoring (SIEM, IDS, WAF, Mailgateway, Logs)
AControl (Endpoint Security, Antivirus)
Alsolation (Firewall, AD, VPN, Proxy)
AGeneral Security (2FA, Keycards, Tokens)
AStandards and Certificates (CC, 1SO27001)

Related Publication:
Security is an effect, not a goal "How to stop crashing more than twice: A Clean-S| at e Gover nance Approac
T. In: IEEE European Symposium on Security and Privacy Workshops EuroS&PW, pp. 67-74. 2020.




Enterprise Security

AAnd tt hen he sail d: oTher e |/ s@ n
CRE 7 ey [ /o & QRN - Laewh 1 €™ URESY/W .[

- Anonymous Big -4 Intern

Related Publication:

23 Security is an effect, not a goal "How to stop crashing more than twice: A Clean-S| at e Governance Approac o]
T. In: IEEE European Symposium on Security and Privacy Workshops EuroS&PW, pp. 67-74. 2020.




APr obably as close to the def.i
AStill did not segment their network

AStill did not backup their active directory

ADid people just skip on doing their job?

Related Publication:

24 Security is an effect, not a goal "How to stop crashing more than twice: A Clean-S| at e Governance Approac
T. In: IEEE European Symposium on Security and Privacy Workshops EuroS&PW, pp. 67-74. 2020.




Sysopso wor Kk

AThere are complexities EVERYWHERE

ANetwork services/protocols get increasingly complex
AResources are scares

AOperational requirements always THIS 1S FINE.
a e YL, 0. 1! O
ANetworks grow organically(!);

ACall ed o6accumul ating
In SysOpsliterature

ALegacy is pain

Related Publication:
Security is an effect, not a goal l nvestigating System Operator sd P eCorstpngeDti iev & i @

Tobias Fiebig ACM S/ GSAC Conference on Computer and Cd



SMTP101

example.net IN MX 10 mail.example.net
mail.example.net IN A 203.0.113.11

MUA

D From:userA@example.com
To:userB@example.net

com MTA (mail.example.com, 198.51.100.1)

fi

?MX example.net

T 1 9
4—

Recursive DNS

il

?MX example.net

example.net IN MX 10 mail.example.net

mail.example.net IN A 203.0.113.11

Security is an effect, not a goal

example.com

v

s MTA (mail.example.net, 203.0.113.11)

< 220 mail.b.com ESMTP Postfix

> EHLO mail.example.com

< 250 - mail.example.net

A

< 250 CHUNKING

> MAIL FROM:<userA@example.com> SIZE=1755
<250 2.1.0 Ok

> RCPT TO:<userB@examle.net> ORCPT=rfc822;userB@example.net
<250 2.1.5 Ok

> DATA

< 354 End data with <CR><LF>.<CR><LF>

< 250 2.0.0 Ok: queued as 2C58E3F5CC

> QUIT

<221 2.0.0 Bye

Authoritative DNS

fil

example.net


mailto:userA@a.com
mailto:userB@example.net

[ {!

© Now with: fcrDNS SPF, DKIM, DMARC, MTATS, TLSRPT, TLSA (DANE)
SM T P 20 2 Still missing:  IPv6 (Auth/Recursive DNS, delivery), BIMI, features & expansions
for DMARC, DKIM, SPF & MTASTS, DNSRBLs, ARC, SRS, SPAM & Virus Checks

] [ ]
3‘ o D Frc?m:userA@exarlr]pIe.com E Webserver
®ign To:userB@example.net GET /.welknown/mta-sts.txt
Mall ©
-
‘g Eiezre DMARC Says: Report to postmaster@dmarcrptsrv.example.n“et h A h [ 9
S o o ONT check: a.com._reportdmarc® R Y| NONLJIi a NDOSEl YL SdoySiG ¢-¢ adrsal w/ S E
a -’
San >
«) A o
g g o © 3‘ com MTA (mail.example.com, 198.51.100.1) _ Sxmm \TA (mail.example.net, 203.0.113.11)
. ((/) Lgd
;’- g - E < 220 mail.b.com ESMTP Postfix _.I ?A mail.example.com
C=S<Dw > EHLO mail.a.com :
o ?
Ex- S = ?MX example.net e ’.)_I;T(_Fre 1.100.|51.19&addr.arpa
S <>7 > ?TLSA _25. tcp.mail.example.net A ' exampleieal
é % -Q:;E = 2TXT _mtmts.example.net < 250 - STARTTLS ?TXT _dmarc.example.com
3 6 o 2A mtasts.example.net < 250 CHUNKING ?TXT key0l. domainkey.example.
=z 3 eg > STARTTLS ?TXT _tls._rpt.example.com
*g - ; < < Ei'OLé.O.O _}l?eady tcl) start TLS oo .
- E = L > mail.example.com e )
$55>5 == Recursive DNS : == Recursive DNS
BT =
g [FEa = <
UNEEE | ?MX example.net
T XT—rtmts. examptenet ?A mail.example.com
AT ?PTR 1.100.51.198-addr.arpa
XT example.com
oz . : dmare-example.com .
] - - le.net IN MX 10 mail.example. e ——— . .
e Authoritative DRSS oie net IN A 203.0.119.11 Zﬁ‘XT eyb1 “Tomeisiereramo g Authoritative DNS
—— ) A RS ?2TXT | . - e 2
- o T YHPOYIOLIOYL AL OSE| BRI o T x
This is why DNSSE mtaa ia®SElI YL SoySd Lb |[¢-¢ X

is required here mtaa §a dSEl YL SoySd Lb | X

Security is an effect, not a goal example.com example.net



mailto:userA@a.com
mailto:userB@example.net

AThere has been an explosion  ** — s

Informational

of standards since dot-com

Historic

. I 300 - Experimental
Mail exceeds DNS(!) 3
i Proposed Standard
200 - Internet Standard Zia
AWhelp -
Nl N
P

Yo W, — Y o o

A9 \9% ,\9‘-5 qﬁg fLQ'\‘ q’%’}'

Figure 1: Overview of the explosion of email-related standards
(“SMTP Camel”), compared to DNS-related standards.

Checkout: https://email -security-scans.org/
Test your own mail infrastructure (for fun and improvements)

Related Publication:
Security is an effect, not a goal Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich,
Martina Lindorfer, Tobias Fiebig USEN/ X Annual Technical Conf


https://email-security-scans.org/

(1) Mail-v4-DNSSEC-broken
(2) Mail-v6-DNSSEC-broken
(3) Mail-v4-DNS-v6

(4) Mail-v6-DNS-v6
(5)
(6)

Mail-v4-Baseline
Mail-v6-Baseline

Dual Stack

(7) Mail-v4-Greylisting

Greylisting (8) Mail-v6-Greylisting

Participant

(9) Mail-Dual-TLS-invalid

i
Authoritive DNS Server
: (10) Mail-Dual-TLSA-invalid

J 9

DNSSEC-broken IPv6-only ~ Dual Stack
(1-2) (3-4) (>4) TLS-force

TLS(A)-invalid

(11) Mail-Dual-TLS-force

Related Publication:

29 Security is an effect, not a goal Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich,
Martina Lindorfer, Tobias Fiebig USEN/ X Annual Technical Conf

e /1l C |



Email Standard Compliance

Security is an effect, not a goal

IP Support
Mail-v4-Baselinefi 0 98.9%
Mail-v4-DNS-v6 B e rhgE
Mail-v6-Baseline 8 e 55.7% !
Mail-v6-DNS-v6 e 61.0% :
TLS Configuration
Mail-Dual-TLS-forcef b 8O0
Mail-Dual-TLS-invalid i8S
Mail-Dual-TLSA-invalid ~mmmwmmm4mm~~mm-mmhmmmmmmmml 31.7%
DNSSEC Validation
Mail-v4-DNSSEC-broken g 58.5% ]
Mail-v6-DNSSEC-broken [ 88.5% ;

Anti-Spam Implementation
Mail-v4-Greylisting 2 ' : e
Mail-v6-Greylisting (&= 56.0% 1

0 100 200 300 400
Nr Provider

Mail Delivery
B yes 1 no

(a) Regular Providers

IP Support
[ 1ee.es ]
38.5% |
61.5% |
61.5% |

TLS Configuration

DNSSEC Validation

30.8% |
76.9% |

Anti-Spam Implementation

61.5% |

T

6 T D)
Nr Provider

(o]
N
S

Mail Delivery
B yes 1 no

(b) Large Providers

Related Publication:

Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich,

Martina Lindorfer, Tobias Fiebig USEN/ X Annual Techni cal

cConf

e /1l C |



Email Standard Compliance: Implications

AThe big ones move slow but when they move they do

AFor small (self-hosted!) ones things are more difficult
ASome are bleeding edge
AOthers are way behind

Almplications of deliverability

AGoogle/MS tend to be stringy (and intransparent) when it comes to
accepting (smaller) providers mails

AOthers(t-onl i ne. de é ) are not that ¢

AForces centralization: i/ f you donét | i ke (yo
go to Googl e! o

Related Publication:

3 1 Security is an effect, not a goal Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich,
Martina Lindorfer, Tobias Fiebig USEN/ X Annual Technical Conf




Dealing with Complexity

What we want

ALess people

ARunning more services
AFor more users
AUsing less (work) time

Security is an effect, not a goal

Ve
P
'fib i
(5040

What we do

ACattle approach

AGet rid of pets/snowflakes
ACentralize

AAutomate

AStandardize

Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup.
2016. The Practice of System and Network Administration: Volume 1: DevOps and
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional



1.
Pets? Cattle? Zoo?

APets are speciall
AWe love them
AWe care for them
AThey get the expensive cat food
AThey get LOOOOOOTS of toys
AThey can sleep in our bed
AThey get cuddles
AThey get the best doctors we can find
AThey are just awesome

Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup.
Security is an effect, not a goal 2016. The Practice of System and Network Administration: Volume 1: DevOps and
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional




Cattle thoughd@©e

*No cattle was hurt in the
making of this burger

Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup.
Security is an effect, not a goal 2016. The Practice of System and Network Administration: Volume 1: DevOps and
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional




Snowflakes

ABeautiful
AUnique
ANone like the other

AA blizzard is still no fun at all.

Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup.
3 5 Security is an effect, not a goal 2016. The Practice of System and Network Administration: Volume 1: DevOps and
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional




Consistency Is Key

AMc Donal ds coffee isndt the be
Blline . | +SN*0 = EV*E RligloNE " d
TR Scuce . \idoshalmé. . A% Nt e

ABUT: It is always the same!

Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup.
36 Security is an effect, not a goal 2016. The Practice of System and Network Administration: Volume 1: DevOps and
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional




do t he

same wi t h {Fs

AHow we run servers

AHow we support users
UL 1N e A =

Security is an effect, not a goal

e

a support ticket wi

Related Publication:
13 Propositions on an | nTobiasiriebigand Daris AschénBennen i
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.
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Blog Article

© Constanze Dietrich

g2NI RZ szVOu)\Z)/I
yé 0 NHzYLJSR o0& al

Related Publication:

38 Security is an effect, not a goal 13 Propositions on an | nTobiasiriebigand Daris AschénBennen i
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.




Security is an effect, not a goal

Blog Article

Qz VAL S
0 | 0 f

2
dza G Ay

Related Publication:
13 Propositions on an | nTobiasiriebigand Daris AschénBennen i
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.
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Search Results for "pass:"
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Sponsored

try.bravesoftware.com
https://try.bravesoftware.com

Download Brave For Free - Fast, Private & Safe

A privacy-first, free browser that loads 3x faster — without slowing your computer down.

Download Brave for free today and start browsing with 40% less battery consumption.

Brave private browser
Fully private. And no Big Tech. Private browse, search, and more.

Earn tokens for browsing
No ads, Private search & more. The best privacy online.

1 click to ditch Big Tech

Safe browsing, search, VPN, & more. A Web browser that’s user-first.

Block ads & trackers
Block ads for a fast, private Web. The browser that rewards you.

Brave Browser
https://brave.com

Brave Browser: Secure, Fast, & Private Web Browser with ...

The Brave browser is a fast, private and secure web browser for PC, Mac and mobile.
Download now to enjoy a faster ad-free browsing experience that saves ...

eb browser for your ...

(%] More images

Brave <

Web browser

Brave is a free and open-source web browser
developed by Brave Software, Inc. based on the
Chromium web browser. Brave is a privacy-focused
browser, which automatically blocks some
advertisements and website trackers in its default
settings. Wikipedia

Developer: Brendan Eich, Brave Software, Inc.
Initial release date: January 20, 2016
Programming languages: JavaScript, C++, Swift
Engines: Blink, V8, (WebKit on iOS)

License: MPL 2.0

Platform: x86-64, |IA-32 (Windows only), ARM (Mac
only)

Repository: github.com/brave/brave-browser



A Data Management Plan in dmponline has been shared with you - Message (HTML)

File Message Help Acrobat

W~ = M S 9 2

D\H openbsd

(";_”_| Mark Unread F v

A Data Management Plan in dmponline has been shared with you

D do-not-reply@dcc.ac.uk
To t.fiebig@tudelft.nl

Hello First Name Surname

N

5 EECTEEE

Tue 06/07/2021 00:48

Your colleague @tudelft.nl has invited you to contribute to their Data Management Plan in dmponline

Click here to accept the invitation, (or copy https://dmponline.tudelft.nl/users/invitation/accept?invitation token=z e> into your
browser). If you don't want to accept the invitation, please ignore this email.

All the best
The dmponline team

Please do not reply to this email. If you have any questions or need help, please contact us at dmponline@dcc.ac.uk or visit

https://dmponline.tudelft.nl/contact-us
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CareWork In IT?!

ALooked at how operators experienced the COVID19 lockdowns

ATurns out:
AHelping people is hard

ADealing with being overwhelmed while having to handle the
overwhelmness of others is hard

AYou actually have care components in sysops work

Related Publication:
Security is an effect, not a goal Al needed taverghelhnesso :t hleoow system administrati el§, r k
Mannat KalohiasFiehig ACM CSCWoe22 / PACM HCI, 2022.



nuhme do youeée do

backup of my home directory? My
S S e a0 el s

Related Publication:
Security is an effect, not a goal i | needed taverghelmness :t hlkoow system administrati el§,
Mannat KalobhiasFiehg ACM CcSCcWoe22 / PACM HCI|I, 2022.




Component of Care

AOps tend t ocOpbie a bit @&ARNING!
ABOfH stories

EERLKSianYgewget A h%e" Hig | 190 W O'pie r
ALot 6s of o6éstrengtho c

tors havnc
L e

\ 0
ABut then there is al sk M’t

IF THE HELP DESK THINKS YOUR QUESTION
IS STUPID, WE WILL SET YOU ON FIRE

-
n

Related Publication:

Security is an effect, not a goal Al needed taverghelhnessd :t hlkoow system admini strati el§, rk

Mannat Kalohias Fiebhig ACM CcSCcWe22 / PACM HCI, 2022.




Operator Visibility Paradox

ALow visibility (Things work):
Alf you do a good job, nobody sees you, and everybody wonders why
you are even getting paid, if you never do anything/things run

without you.

Bilvivvomi SRR LY 1 it YWYEERE h ™A' g s . dYoaimbut
Alf things go wrong a lot (independent of whose fault it is), people
constantly see you, and wonder w

constantly break stuff.
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The Toxic Loop

AOperators are grumpy and think users are stupid

AUsers are demandy and do not acknowledge operators care-
work

AOperators get more grumpy and to less care work

AUsers get grumpy (and/or angry, scared, etc.) making care
work harder

AOperators get more grumpy cause carewor k got ha
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not a traditionally cis-men dominated field. Instead,
88 [/1is area of work was taken over when opportunities
whi |l e pil oneers WE

Related Publication:
Security is an effect, not a goal "Oh yes! over-preparing for meetings is my jam:)": The Gendered Experiences of System Administrators,
Mannat Kaur, Harshini Sri Ramulu, Yasemin Acay Tobias Fiebig ACM CSCW623 / PACM




Double-Invisibility

APeople of marginalized genders experience a doubled version
of the oO6visibility paradoxo

AThey are double invisibilized compared to cis-ad-men, especially
when it comes to reward, success, and things working

AThey are double visibilized compared to cis-ad-men, when things go
wrong or infrastructure does not work
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Toxic Culture Harms Everywhere

AThe existence of sexism anywhere in the industry harms the
career prospects of people of marginalized genders in good
places:

ACareer advancement often ties in with changing jobs

Alf you are in a good place, changing jobs might mean you hit one of
the toxic places

AParticipants even reported to feel stuck
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Care, Gender & a Feminist Lens

AThink back to safety science; Preconditions for dealing with
security (misconfigurations) are:
ABlamelessl/just culture
ABeing open when discussing issues/incidents
Aé
AYou must feel safeto contribute to a blameless culture
AYou need an environment in which people can feel safe to be
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