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Sysadmin, Researcher, Teacher

Security is an effect, not a goal2



Sysadmin, Researcher, Teacher

ñHow can we build IT systems that are reliable
and secure , which support society in 

answering the practical problems of our time 
without introducing new threats?ò
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A Burning World
By Cameron Strandberg from Rocky Mountain House, Alberta, Canada - DSC_7139, CC BY 2.0, https://commons.wikimedia.org/w/index.php?curid=12424098

Related Publication:
13 Propositions on an Internet for a ñBurning Worldò, Tobias Fiebigand Doris Aschenbrenner, 
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.
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A Burning World

Related Publication:
13 Propositions on an Internet for a ñBurning Worldò, Tobias Fiebigand Doris 
Aschenbrenner, ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.



Bear with meé it will all make sense.
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ñWe make things secure.ò
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Detlefôs Granddaughter & the Ransomware

ÅDetlef, 58, with Elbemetal for 
42 years. Internal tinkerer. CNC 
etc.; The old (manual) stuff.

ÅNOTgood with ĂComputerseñ; 
IT still looks shellshocked when 
they think back to the SAP 
rollout on the box for his new 
CNC machine.

ÅGrandpa since two weeks ago.

ÅThatós why Elbemetal now has 
ransomware.

ÅWhy?
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Logging in at worké

Imagine, to log into work you would have to do the followingé
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ωGo to website

ωLog-in

ω2FA

ωGet priv. key sent by 
mail (valid: 24h)

Apply for SSH 
key

ωGo to website

ωLog-in

ω2FA

ωAllowlist IP (Valid: 
15m)

Allowlist IP for 
Webmail ωGo to website

ωLog-in

ω2FA

ωAllowlist IP (Valid: 
24h)

Allowlist for 
SSH

ωUse SSH key

ω2FA

ωBe logged in

Login by SSH



What would you doé ?
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ñUsers will find a way.ò
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People finding ways

Security is an effect, not a goal13
Related Publication:
Investigating System Operatorsô Perspective on Security Misconfigurations, ConstanzeDietrich, [é], 
Tobias Fiebig, ACM SIGSAC Conference on Computer and Communications Security (CCS ô18), 2018.



Security Misconfigurations

ÅWhen security falls of the ledge

ÅSimple mistakes

ÅOversights

ÅPeople doing people things
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Investigating System Operatorsô Perspective on Security Misconfigurations, ConstanzeDietrich, [é], 
Tobias Fiebig, ACM SIGSAC Conference on Computer and Communications Security (CCS ô18), 2018.



Security Misconfigurations
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Prevention is not easy
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Investigating System Operatorsô Perspective on Security Misconfigurations, ConstanzeDietrich, [é], 
Tobias Fiebig, ACM SIGSAC Conference on Computer and Communications Security (CCS ô18), 2018.



Safety Science

Security is an effect, not a goal17
Related Publication:
Kaur, Mannat, et al. "Human factors in security research: Lessons learned from 2008-2018." arXiv
preprint arXiv:2103.13287 (2021).



Safety Science

ÅLook at what works instead of focusing on what does not

ÅSystems must be resilient as (human) error is inevitable

ÅHuman error cannot be removed or prevented

ÅA system (organization) may lead to failure

ÅWe need a just/blameless culture to identify root -causes

Security is an effect, not a goal18
Related Publication:
Kaur, Mannat, et al. "Human factors in security research: Lessons learned from 2008-2018." arXiv
preprint arXiv:2103.13287 (2021).



ñPeople will do people things.ò
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Sysyops: Who they are and what they do

ÅPeople running systems

ÅNot developpers(well, DevOps, but noé )

ÅNot users (but it depends)

ÅWhat?

Security is an effect, not a goal20
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Investigating System Operatorsô Perspective on Security Misconfigurations, ConstanzeDietrich, [é], 
Tobias Fiebig, ACM SIGSAC Conference on Computer and Communications Security (CCS ô18), 2018.



Sysyops: Who they are and what they do

ÅNIST says: ñindividuals responsible for the installation and 
maintenance of an information system, providing effective 
information system utilization, adequate security parameters, 
and sound implementation of established Information 
Assurance policy and procedures.ò

ÅLimoncelli et al. define a sysadmin as ñone who manages 
computer and network systems on behalf of another, such as 
an employer or a client.ò

Security is an effect, not a goal21
Related Publication:
ñI needed to solve their overwhelmnessò: How system administration work was affected by COVID-19, 
Mannat Kaur, [é], Tobias Fiebig, ACM CSCWô22 / PACM HCI, 2022.



Enterprise Security

ÅMonitoring (SIEM, IDS, WAF, Mailgateway, Logs)

ÅControl (Endpoint Security, Antivirus)

ÅIsolation (Firewall, AD, VPN, Proxy)

ÅGeneral Security (2FA, Keycards, Tokens)

ÅStandards and Certificates (CC, ISO27001)

Security is an effect, not a goal22
Related Publication:
"How to stop crashing more than twice: A Clean-Slate Governance Approach to IT Security.ñ, Fiebig, 
T. In: IEEE European Symposium on Security and Privacy Workshops (EuroS&PW), pp. 67 -74. 2020.



Enterprise Security

ñEquifax was ISO-27001 certified.ò
- Me

ñAnd then he said: óThere is no way they are not getting 
certified, if they buy it from us.ô ò

- Anonymous Big -4 Intern
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Related Publication:
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T. In: IEEE European Symposium on Security and Privacy Workshops (EuroS&PW), pp. 67 -74. 2020.



Maersk

ÅProbably as close to the definition of óEnterpriseô you can get

ÅStill did not segment their network

ÅStill did not backup their active directory

ÅDid people just skip on doing their job?

Security is an effect, not a goal24
Related Publication:
"How to stop crashing more than twice: A Clean-Slate Governance Approach to IT Security.ñ, Fiebig, 
T. In: IEEE European Symposium on Security and Privacy Workshops (EuroS&PW), pp. 67 -74. 2020.



Sysopsô work isnôt easy

ÅThere are complexities EVERYWHERE
ÅNetwork services/protocols get increasingly complex

ÅResources are scares 

ÅOperational requirements always
are óPrio1!ô

ÅNetworks grow organically(!); 
ÅCalled óaccumulating entropyô 

in SysOpsliterature

ÅLegacy is pain

Security is an effect, not a goal25
Related Publication:
Investigating System Operatorsô Perspective on Security Misconfigurations, ConstanzeDietrich, [é], 
Tobias Fiebig, ACM SIGSAC Conference on Computer and Communications Security (CCS ô18), 2018.



SMTP101

Security is an effect, not a goal26

MUA

MTA (mail.example.com, 198.51.100.1)

From: userA@example.com
To: userB@example.net

Recursive DNS

example.com example.net

Authoritative DNS

?MX example.net

?MX example.net

MTA (mail.example.net, 203.0.113.11)

example.net IN MX 10 mail.example.net

< 220 mail.b.com ESMTP Postfix
> EHLO mail.example.com
< 250 - mail.example.net
ƛ
< 250 CHUNKING
> MAIL FROM:<userA@example.com> SIZE=1755
< 250 2.1.0 Ok
> RCPT TO:<userB@examle.net> ORCPT=rfc822;userB@example.net
< 250 2.1.5 Ok
> DATA
< 354 End data with <CR><LF>.<CR><LF>
< 250 2.0.0 Ok: queued as 2C58E3F5CC
> QUIT
< 221 2.0.0 Bye

mail.example.net IN A 203.0.113.11
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SMTP2023
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MUA

MTA (mail.example.com, 198.51.100.1)

From: userA@example.com
To: userB@example.net

Recursive DNS

example.com example.net

Authoritative DNS

?MX example.net
?TLSA _25._tcp.mail.example.net
?TXT _mta-sts.example.net
?A mta-sts.example.net

?MX example.net
?TXT _mta-sts.example.net
?A mta-sts.example.net

MTA (mail.example.net, 203.0.113.11)

example.net IN MX 10 mail.example.net
mail.example.net IN A 203.0.113.11
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Authoritative DNS

?A mail.example.com
?PTR 1.100.51.198.in-addr.arpa
?TXT example.com
?TXT _dmarc.example.com
?TXT key01._domainkey.example.com
?TXT _tls._rpt.example.com

Recursive DNS

?A mail.example.com
?PTR 1.100.51.198.in-addr.arpa
?TXT example.com
?TXT _dmarc.example.com
?TXT key01._domainkey.example.com
?TXT _tls._rpt.example.com

Sign
Mail
Here

DMARC Says: Report to postmaster@dmarcrptsrv.example.net
check: a.com._report._dmarcΦ ŘƳŀǊŎǊǇǘǎǊǾΦŜȄŀƳǇƭŜΦƴŜǘ ¢·¢ άǾҐ5a!w/мέ ŜȄƛǎǘǎ όŀǘ ƭŜŀǎǘύΣ ǘƘŜƴ ǎŜƴŘ ǊŜǇƻǊǘΗ

< 220 mail.b.com ESMTP Postfix
> EHLO mail.a.com
< 250 - mail.b.com
ƛ
< 250 - STARTTLS
< 250 CHUNKING
> STARTTLS
< 220 2.0.0 Ready to start TLS
> EHLO mail.example.com
ƛ

This is why DNSSEC
is required here

Webserver
GET /.well-known/mta-sts.txt

Now with: fcrDNS, SPF, DKIM, DMARC, MTA-STS, TLS-RPT, TLSA (DANE)
Still missing: IPv6 (Auth/Recursive DNS, delivery), BIMI, features & expansions 
for DMARC, DKIM, SPF & MTA-STS, DNS-RBLs, ARC, SRS, SPAM & Virus Checks

mailto:userA@a.com
mailto:userB@example.net


Complexity: The history of email RFCs

ÅThere has been an explosion
of standards since dot-com

ÅMail exceeds DNS(!)

ÅWhelp

Checkout: https://email -security-scans.org/
Test your own mail infrastructure (for fun and improvements)

Security is an effect, not a goal28
Related Publication:
Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich, 
Martina Lindorfer, Tobias Fiebig, USENIX Annual Technical Conference (ATCô22).

https://email-security-scans.org/


Measuring Email Standard Compliance
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Email Standard Compliance

Security is an effect, not a goal30
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Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich, 
Martina Lindorfer, Tobias Fiebig, USENIX Annual Technical Conference (ATCô22).



Email Standard Compliance: Implications

ÅThe big ones move slow but when they move they do

ÅFor small (self-hosted!) ones things are more difficult
ÅSome are bleeding edge

ÅOthers are way behind

ÅImplications of deliverability
ÅGoogle/MS tend to be stringy (and intransparent) when it comes to 

accepting (smaller) providers mails

ÅOthers (t-online.de é ) are not that compliant themselves

ÅForces centralization: ñIf you donôt like (your mail disappearing), just 
go to Google!ò
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Related Publication:
Not that Simple: Email Delivery in the 21st Century, Florian Holzbauer, Johanna Ullrich, 
Martina Lindorfer, Tobias Fiebig, USENIX Annual Technical Conference (ATCô22).



Dealing with Complexity

What we want

ÅLess people

ÅRunning more services

ÅFor more users

ÅUsing less (work) time

What we do

ÅCattle approach

ÅGet rid of pets/snowflakes

ÅCentralize

ÅAutomate

ÅStandardize

Security is an effect, not a goal32
Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup. 
2016. The Practice of System and Network Administration: Volume 1: DevOps and 
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional



Pets? Cattle? Zoo?

ÅPets are special!
ÅWe love them

ÅWe care for them

ÅThey get the expensive cat food

ÅThey get LOOOOOOTS of toys

ÅThey can sleep in our bed

ÅThey get cuddles

ÅThey get the best doctors we can find

ÅThey are just awesome

Security is an effect, not a goal33
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2016. The Practice of System and Network Administration: Volume 1: DevOps and 
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional



Cattle thoughé

*

Security is an effect, not a goal34

*No cattle was hurt in the 
making of this burger

Related Work: Thomas A Limoncelli, Christina J Hogan, and Strata R Chalup. 
2016. The Practice of System and Network Administration: Volume 1: DevOps and 
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional



Snowflakes

ÅBeautiful

ÅUnique

ÅNone like the other

ÅA blizzard is still no fun at all.

Security is an effect, not a goal35
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2016. The Practice of System and Network Administration: Volume 1: DevOps and 
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional



Consistency is Key

ÅMcDonalds coffee isnôt the best

ÅIt isnôt even good

ÅIt isé wellé decenté ñgood enoughò

ÅBUT: It is always the same!

Security is an effect, not a goal36
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2016. The Practice of System and Network Administration: Volume 1: DevOps and 
other Best Practices for Enterprise IT. Vol. 1. Addison-Wesley Professional



We do the same with systemsé

ÅHow we run servers

ÅHow we support users
ÅTry it; File a support ticket with googleé try to talk to a humané

Security is an effect, not a goal37
Related Publication:
13 Propositions on an Internet for a ñBurning Worldò, Tobias Fiebigand Doris Aschenbrenner, 
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.



Security is an effect, not a goal38

άLƴ ŀ ōǳǊƴƛƴƎ ǿƻǊƭŘΣ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎ ƳƻǊŜ ƛƳǇƻǊǘŀƴǘ ǘƘŀƴ ǎŜŎǳǊƛǘȅΣ ōǳǘ 
ǊŜƳŀƛƴǎ ǘǊǳƳǇŜŘ ōȅ ǎŀŦŜǘȅΦέ

Blog Article

© Constanze Dietrich

Related Publication:
13 Propositions on an Internet for a ñBurning Worldò, Tobias Fiebigand Doris Aschenbrenner, 
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.
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ά{ȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ǘƻƻ ŎƻƳǇƭŜȄ ǘƻ ōŜ ǳƴŘŜǊǎǘƻƻŘ ōȅ ŀ ǎƛƴƎƭŜ ǇŜǊǎƻƴ 
Ŏŀƴƴƻǘ ōŜ ǎǳǎǘŀƛƴŀōƭŜΦέ

Blog Article

© Constanze Dietrich

Related Publication:
13 Propositions on an Internet for a ñBurning Worldò, Tobias Fiebigand Doris Aschenbrenner, 
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.



What about users, now?
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Care-Work in IT?!

ÅLooked at how operators experienced the COVID19 lockdowns

ÅTurns out:
ÅHelping people is hard

ÅDealing with being overwhelmed while having to handle the 
overwhelmness of others is hard

ÅYou actually have care components in sysops work

Security is an effect, not a goal45
Related Publication:
ñI needed to solve their overwhelmnessò: How system administration work was affected by COVID-19, 
Mannat Kaur, [é], Tobias Fiebig, ACM CSCWô22 / PACM HCI, 2022.



ñUhmé do youé do you maybe have a 
backup of my home directory? My 
dissertation is due next weekéò

Security is an effect, not a goal46
Related Publication:
ñI needed to solve their overwhelmnessò: How system administration work was affected by COVID-19, 
Mannat Kaur, [é], Tobias Fiebig, ACM CSCWô22 / PACM HCI, 2022.



Component of Care

ÅOps tend to be a bité t-Ops-ic
ÅBOfH stories

ÅñKing of the Hillò Operators having ótheir babyô

ÅLotôs of óstrengthô culture

ÅBut then there is also all this care worké

Security is an effect, not a goal47
Related Publication:
ñI needed to solve their overwhelmnessò: How system administration work was affected by COVID-19, 
Mannat Kaur, [é], Tobias Fiebig, ACM CSCWô22 / PACM HCI, 2022.



Operator Visibility Paradox

ÅLow visibility (Things work):
ÅIf you do a good job, nobody sees you, and everybody wonders why 

you are even getting paid, if you never do anything/things run 
without you.

ÅHigh visibility (Things donôt work):
ÅIf things go wrong a lot (independent of whose fault it is), people 
constantly see you, and wonder why youôre even getting paid if you 
constantly break stuff.

Security is an effect, not a goal48
Related Publication:
ñI needed to solve their overwhelmnessò: How system administration work was affected by COVID-19, 
Mannat Kaur, [é], Tobias Fiebig, ACM CSCWô22 / PACM HCI, 2022.



The Toxic Loop

ÅOperators are grumpy and think users are stupid

ÅUsers are demand-y and do not acknowledge operators care-
work

ÅOperators get more grumpy and to less care work

ÅUsers get grumpy (and/or angry, scared, etc.) making care 
work harder

ÅOperators get more grumpy cause care-work got harderé

Security is an effect, not a goal49
Related Publication:
"Oh yes! over-preparing for meetings is my jam:)": The Gendered Experiences of System Administrators, 
Mannat Kaur, Harshini Sri Ramulu, Yasemin Acar, Tobias Fiebig, ACM CSCWô23 / PACM HCI, 2023.



IT and IT Operations: A Menôs World

ÅComputer stuff has always been a men-dominated field

ÅFundamental innovation in the field has been driven by men

ÅWithout men, there would be no IT as we know it today

Security is an effect, not a goal50
Related Publication:
"Oh yes! over-preparing for meetings is my jam:)": The Gendered Experiences of System Administrators, 
Mannat Kaur, Harshini Sri Ramulu, Yasemin Acar, Tobias Fiebig, ACM CSCWô23 / PACM HCI, 2023.



A brief (incomplete) history of teché

Security is an effect, not a goal51

Lorna Cockayne, Bletchley Park
Hedy Lamarr, Frequency Hopping

Rear Adm. Grace Hopper,
1st Bug, 1st/ƻƳǇƛƭŜǊΣΧ

Ada Lovelace, 1st Algorithm

Melba Roy, NASA
TeamleadECHO Sat. Tracking

Margaret Hamilton, MIT
TeamleadFlight SW Apollo 11

Related Publication:
"Oh yes! over-preparing for meetings is my jam:)": The Gendered Experiences of System Administrators, 
Mannat Kaur, Harshini Sri Ramulu, Yasemin Acar, Tobias Fiebig, ACM CSCWô23 / PACM HCI, 2023.



IT and IT Operations: A sad reality

ñ[é] system administration, or IT work in general, is 
not a traditionally cis -men dominated field. Instead, 
this area of work was taken over when opportunities 
arose, while pioneers were forgotten or pushed out.ò

Security is an effect, not a goal52
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"Oh yes! over-preparing for meetings is my jam:)": The Gendered Experiences of System Administrators, 
Mannat Kaur, Harshini Sri Ramulu, Yasemin Acar, Tobias Fiebig, ACM CSCWô23 / PACM HCI, 2023.



Double-Invisibility

ÅPeople of marginalized genders experience a doubled version 
of the óvisibility paradoxô

ÅThey are double invisibilized compared to cis-ad-men, especially 
when it comes to reward, success, and things working

ÅThey are double visibilized compared to cis-ad-men, when things go 
wrong or infrastructure does not work

Security is an effect, not a goal53
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Toxic Culture Harms Everywhere

ÅThe existence of sexism anywhere in the industry harms the 
career prospects of people of marginalized genders in good 
places:
ÅCareer advancement often ties in with changing jobs

ÅIf you are in a good place, changing jobs might mean you hit one of 
the toxic places

ÅParticipants even reported to feel stuck

Security is an effect, not a goal54
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Care, Gender & a Feminist Lens

ÅThink back to safety science; Preconditions for dealing with 
security (misconfigurations) are:
ÅBlameless/just culture

ÅBeing open when discussing issues/incidents

Åé

ÅYou must feel safe to contribute to a blameless culture

ÅYou need an environment in which people can feel safe to be

Security is an effect, not a goal55
Related Publication:
"Oh yes! over-preparing for meetings is my jam:)": The Gendered Experiences of System Administrators, 
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Security is an effect, not a goal56
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Blog Article

Related Publication:
13 Propositions on an Internet for a ñBurning Worldò, Tobias Fiebigand Doris Aschenbrenner, 
ACM SIGCOMM 2022 Joint Workshops TAURIN+BGI, 2022.


