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Current computing stack is prone to attacks

3

• Encryption or other 
sophisticated 
techniques at the 
application layer

• Bug in lower layers à
Compromise the 
security of the app

• Large size à
High probabilityHardware

Analytics
Application
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Other 
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Genome 
data

Encrypted output
Network
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Computation stack for the decades to come
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Root of trust

Analytics
Application

Hypervisor

Operating System

Other 
Apps

Genome 
data

Micro-container

27M Lines

0.5M Lines

~20K Lines

Encrypted output
Network

~50K Lines

• Thin layer for running 
applications

• Trusted hardware

• Formal guarantees for 
defense against

• Third party attacks 
• Internal bugs in the app

Hardware



Design Contrast
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Root of trust

Analytics
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Network
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This Talk

•Trusted Execution 101

•Executing legacy applications on existing hardware
• Delegation 
• Verification

•Building better support for trusted execution 
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A Brief History of Computer Software Systems

Hardware

Analytics
Application

Hypervisor

Operating System

Other 
Apps

Genome 
data

Management of 
resources

Basic Operations
(add, load, store)

Illusion of multiple 
physical resources via

virtualization
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A Brief History of Computer Software Security

Hardware

Analytics
Application

Hypervisor

Operating System

Other 
Apps

Genome 
data

Isolates Applications

Does operations 
correctly (add, load, 

store)

Isolates virtual 
instances
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Principle of Privilege Separation
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Compartmentalisation of a ship, to reduce floodability



Software-based Separation is Bug-prone
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Operating System (Linux Kernel) 
27 Million Lines

Hypervisor (XEN)
0.5 Million Lines
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Part 1:
Trusted Execution Environments 101
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Threat Model

Assumptions
• Trusted Hardware 

• Manufacturer
• Design & Implementation

• No side-channels (hw & sw)
• No bugs in TEE-bound code
• Secure crypto primitives

Attacker Capabilities 
• Cloud Service Provider

• Admin access
• Physical access

• Untrusted privileged software 
• OS, Hypervisor

• Peripherals
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Evolution of Trusted Computing

2004 2005 2014 20162006

TPM 1.2 TPM 2.0ARM
TrustZone

Intel TXT Intel SGX

13

2023
Intel TDX
ARM CCA

2022

NVIDIA CC



Trusted Computing Primitives

• Remote Attestation
• Trusted Boot
• Sealed Storage
• Isolated Execution
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Modern Trusted Execution Environments
Earlier Generation (e.g., ARM TrustZone) Current Generation (e.g., Intel SGX)
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Check our recent SoK for more

]]
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CPU

Limitations of Intel SGX

Operating System / Hypervisor

Small
pieces of 
user-code

Ring 0 - 2

Ring 3

Trusted
Untrusted

Other 
Applications
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Expressiveness &
Compatibility

Public
Memory

Private
Memory



Part 2:
Executing Legacy Applications on Intel SGX
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CPU

Adding Expressiveness to Commercial TEEs

Operating System / Hypervisor

Application

Ring 0 - 2

Ring 3

Trusted
Untrusted

Other 
Applications

19

Mini OS
Public
Memory

Private
Memory

Reimplement OS 
functionality



Code Size & Expressiveness Trade-off
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Expressiveness

Size

~KLOC

~100KLOC

~1MLOC

Sys
call 

Threads

Eve
nt M

gm
t

Fo
rk/

 execSysc
all

Support subset of
the functionality

Scone [OSDI’16] 
Ryoan [OSDI’16]

Re-implement the OS functionality
Haven [OSDI’14] 
Graphene-SGX [ATC’17]

Sys
call

Threads
Sys

call 

Threads

Eve
nt M

gmt

?



Challenge I: Expressiveness
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Application

Filesystem

On-
demand 

threading

Multi-
processing

Event 
Handling

Delegate rather than emulate



Building micro-container abstractions for TEEs
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Application Logic

Delegation Code Checks

libc.so Non-enclave
Logic

Untrusted 
TEE Lib

Linux User-level Process

Compatible Interface Small
pieces of 
user-code

Ring 3

Operating 
System

Ring 0 - 2

CPUPanoply: Low-TCB Linux Applications With SGX Enclaves [NDSS'17]



Challenge II: Delegation with isolation

• Two memory model:  
- private and public memory

• Process abstraction breaks
- locks are in public memory
- shared memory for processes
- passing data to system calls

23

Operating System / Hypervisor

Sensitive 
Application

Private
Memory

Other 
Applications

CPU

Public
Memory



Expressiveness Example: Fork
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Parent
Process

Child
Process

Operating
System          

Replicate Pages
Assign Proc ID

Parent Memory

Child Memory

Physical Memory

ID: 24 ID: 100

• Fork Semantics:
- Assigns new process id
- Makes a memory replica

• How to maintain fork 
semantics if the OS 
cannot access
private memory? 



Expressiveness Example: Delegating Fork
• Creating child process and child micro-container
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Micro-container 
Fork OS PID Mgmt

Parent Container Child Container

Parent Process Child Process

• Child enclave has a clean memory state



OS

Child Container

Expressiveness Example: Achieving Fork Semantics

• Mirroring parent’s memory in child micro-container
• After the fork call, before resuming execution
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Parent Container

Child Process

Stack

Parent 
Process

Sealed
Data

Heap Data Stack Heap Data



Expressiveness: Supporting POSIX APIs
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Core Services
Process Creation and Control 5

Signals 6

Timers 5

File and Directory Operations 37

Pipes 4

C Library (Standard C) 66
I/O Port Interface and Control 40

Real-time  Extensions
Real-Time Signals 4

Clocks and Timers 1

Semaphores 2

Message Passing 7

Shared Memory 6
Asynchronous and 
Synchronous I/O
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Memory Locking Interface 6
Thread  Extensions

Thread Creation, Control, 
and Cleanup

17

Thread Scheduling 4

Thread Synchronization 10

Signal Delivery 2

Signal Handling 3

POSIX APIs
Supported for 

Commodity Linux Apps



Micro-containers execute TEE use-cases

ANONYMITY 
PROTOCOLS

WEBSERVERS DATABASE 
CLIENTS

CRYPTOGRAPHIC 
LIBRARIES

Performance is comparable to 
importing a mini-OS
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Minimize Trust to 20,000 lines of code
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Expressiveness

Size

~KLOC

~100KLOC

~1MLOC

Sys
call

Threads
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 execSysc
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Micro-
containers

Sys
call

Threads
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call

Threads

Eve
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ü 20KLOC



Adoption of the Delegation Approach 
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Early
Dec 2016

Intel 
SGX Protected 
File System

Late
Dec 2016

August
2017

Microsoft
OpenEnclave

May
2018

Google 
Asylo

My Work

Jan
2018

Baidu 
Rust SGX SDK



Trust, but Verify
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Root of trust

Analytics
Application

Hypervisor

Operating System

Other 
Apps

Genome 
data

Micro-container~20K

Encrypted output
Network

~50K

Hardware
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Enclave
Application

Untrusted OS

Untrusted 
API

BesFS: A POSIX Filesystem for Enclaves with a Mechanized Safety Proof [Usenix Security'20]

Example: What is the damage via OS interface?
1 FILE* fd = fopen(fname, mode);
2   if (fd == NULL) {
3     errnum = errno;
4   if (errnum == EINVAL)
5   fd = fopen (fname, “a”);
6 if (errnum == ENOENT)
7 if (fname == NULL)
8 fname = “vote.log”;
9   fd = create_log(fname);
10   if (errnum == EINTR)
11   fd = fopen(fname, mode);
12 }
13  if (fd)
14  cnt = fwrite(buf, 1, len, fd);
15 return cnt;

Open the vote file

Register the vote

Failed to open the 
vote file

Create new file à
overwrite previous vote

Tamper the vote sequence

Encrypted
Filesystem



Attacks are possible in delegation frameworks 
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fopen: Graphene-SGX

fopen: Intel SDK

fopen: Google Asylo



A Formal Verification Approach:
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Standard Specification
e.g., ~300 APIs 

Implementation
e.g., 
100K -
1Mil

BesFS
Speci-

fication

How to scale to POSIX?

The scalability challenge: 

- Specification for safe behavior 
for the entire POSIX API

- Proving safe implementation 
- entire libc (glibc, musl) 
- filesystem (ext4) 



Designing Scalable Specification: 
BesFS Interface

• Our Approach 
• 15 core APIs: e.g., open, close, read, write
• Allow to execute any sequence of these while maintaining safety property

• Can be composed to express higher-level interfaces
• e.g., fwrite can be composed with write and fstat
• Created 22 auxiliary APIs witnessed in applications
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BesFS Highlights

36

4625 lines in Coq
167 lemmas

(< 1.5K in C code)

Not over restrictive
Supports all applications 
from Panoply (& more)

Total 31 tested

Helped in eliminating 
bugs (from Panoply, Intel 

SDK, Google SDK)



Part 3:
Building Better Trusted Execution Environments
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Better TEEs

• Main Observation: 
- Physical memory isolation
- Simpler ways to achieve

• Similar abstraction to Intel SGX

• Novelty: Designed to maintain
- Compatibility
- Performance 
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Operating System / Hypervisor

Sensitive 
Application

Private
Memory

Other 
Applications

CPU

Public
Memory

PodArch: Protecting Legacy Applications with a Purely Hardware TCB [TR’15]
Keystone: An Open Framework for Architecting TEEs [EuroSys’20]



A software framework for TEEs on RISC-V

No micro-architectural changes

Minimal added hardware

Building the next-generation TEEs

39



Keystone: Architecture and Trust Model

40



Physical Memory Protection (PMP)
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Isolation with RISC-V PMP 

pmp0

pmp1

pmp2

pmpN

…
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Isolation with RISC-V PMP 

not accessible

pmp0

pmp1

pmp2

pmpN

…

S/U accessibility

PM
P 

en
tri

es

accessible

DRAM(0x80000000-)
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Isolation with RISC-V PMP 

not accessible
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pmp1

pmp2

pmpN
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S/U accessibility
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P 
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address range rwx permissions

rwx
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Isolation with RISC-V PMP 
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Isolation with RISC-V PMP 

not accessible

pmp0

pmp1

pmp2

pmpN

…

S/U accessibility

PM
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es

accessible

DRAM(0x80000000-)

OS

rwx

address range rwx permissions

---
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Creating an Isolated Enclave

not accessible
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pmp1

pmp2

pmpN

…

S/U accessibility

PM
P 

en
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es

accessible

DRAM(0x80000000-)

---

OS

rwx

SM free pages

OS allocates a contiguous chunk
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Creating an Isolated Enclave

not accessible
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pmpN
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S/U accessibility
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SM free pagesPT AppRT
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Creating an Isolated Enclave

not accessible
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…

S/U accessibility
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Creating an Isolated Enclave

not accessible

pmp0

pmp1

pmp2

pmpN

…

S/U accessibility

PM
P 

en
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es

accessible

DRAM(0x80000000-)

OS

rwx

---

SM free pagesPT RT ELF

---

Enclave 1
Memory

---

Enclave 2
Memory

OS can ask the SM to create multiple enclaves
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Executing an Enclave

not accessible
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Executing an Enclave

not accessible

pmp0

pmp1

pmp2

pmpN

…

S/U accessibility

PM
P 
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tri

es

accessible

DRAM(0x80000000-)

OS

rwx

---

SM free pagesPT RT ELF

---

Enclave 1
Memory

---

Enclave 2
Memory

For Enclave 2 SM sets rwx for pmp2 and sets --- for pmpN
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Executing an Enclave

not accessible

pmp0

pmp1

pmp2

pmpN

…

S/U accessibility

PM
P 

en
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es

accessible

DRAM(0x80000000-)

OS

---

---

SM

---

Enclave 1
Memory

rwx

Enclave 2
Memory
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Keystone: Memory Isolation via RISC-V PMP
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Customizable TEEs

55

• A framework that provides building blocks of TEEs
• The platform provider and the enclave developer “customizes” the TEE

TEE Software

Compatible 
Hardware

Framework

Common 
Base Threat Model Features



Keystone Workflow for Customizable TEEs

Hardware 
Manufacturer

Hardware

Provisioning

Platform
Provider

Development

Developer

Libs
App

Cloud
Deployment

Monitor
OS

User...

Software

Customize

Application
Libraries

Customize

56



What does the Keystone Runtime Do?

• A kernel-privileged trusted component for each enclave
• Separation of security & functionality

• Flexible layer of abstraction 
• Minimal interface & functionality for small TCB (<4,000 LoC)
• Fully featured, formally verified kernel (i.e., seL4)

• Fine-grained customizability for enclaves
• Memory management: free memory, self-paging, memory encryption
• Functionality: libraries (e.g., libc, musl-libc) and system calls

57



RT

Enclave

Monitor

App Enclave

   OS

App

OS

App

OS

Eapp

Security MonitorNormal Secure

(a) Intel SGX (b) Komodo (c) Keystone

Enclave

Memory Management in Keystone
(1) Does the host share virtual addresses with the enclave?
(2) Who owns the memory management unit (MMU)?
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Various Memory Protection Mechanisms

Baseline Cache 
Partitioning

On-Chip
Enclave

Software 
Encryption

Hardware 
Encryption

Adversary

SW + CC ⚫ ⚫ ⚫ ⚫ ⚫

Cache SC ⚫ ⚫ ⚫ ⚫

HW ⚫ ⚫ ⚫
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• Provide a common base for diverse TEEs
• Security monitor: programmable trusted layer below kernel/hypervisor
• Hardware-enforced memory and context isolabon
• Hardware root of trust and acestabon

• A soaware framework for customizable TEE
• Separabon of security and funcbonality (e.g., resource mgmt.)
• Fine-grained configurabon of modular extensions

• An open-source, full-stack implementabon for further research

Keystone: an Open Framework for TEEs

60



Getting Started with Keystone 

• Setup and Tutorials: https://keystone-enclave.org/getting-started

• Tested & Available on RISC-V boards, FPGAs, FireSim, and QEMU

61

https://keystone-enclave.org/getting-started


Compatibility, Performance, Trustworthiness

Compatibility Performance

Trustworthiness

Open Challenges:
Verifying performant code, 
micro-architectural design

Micro-containers:
About 20K Lines

App Translation:
About 250K Lines

Roadblocks Fundamental To Existing Enclaves
62



l Strong enclave boundaries

o Size and Permissions

o Static in SGX1, dynamic in SGX2

l Exclusive memory access

o No sharing

o In all TEEs 

TEE Memory Model: SpaYal IsolaYon

63

Operating System / Hypervisor

Sensitive 
Application

Private
Memory

Other 
Applications

CPU

Public
Memory



Web Server
(NGINX) PHPSockets

Public Memory

All data transfers require
l Encryption + decryption
l 2 extra copies OS

read/write

64

Performance Impact of SpaYal IsolaYon



10

100

1'000

10'000

100'000

1'000'000

fft barnes fmm ocean_cp ocean_ncp water_nsquared water_spatial

M
ill

io
n 

Cy
cl

es

spatial no TEE

Overheads in orders of magnitude
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Web Server
(NGINX) PHP

Public Memory

Shared Memory Region

OS

HTTP RequestsHTTP ResponsesHTTPS Responses

Alternative: Dynamic Memory Isolation Model
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I transfer the ownership of this 
memory region to Bob

Alice

Bob

Why would I 
return the 

ownership?

Alice has no control over what Bob does

Why should I 
only read the 

data?

Naïve Design I: Ownership Delegation
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I give Bob read-only permission to 
this memory region

Alice

Bob
Will Alice change 

the data while 
I’m still reading 

it?

I give Bob read-write permission to 
this memory region

Alice

Bob
Will Alice read 
the data while 

I’m still writing to 
it?

TOCTTOUSecret
leakage

Naïve Design II: Permission DelegaYon

68

Bob has no guarantee about what Alice can do



I give Bob read-only permission to 
this memory region and revoke my 
own permissionsAlice

Bob

Bob (still) has no guarantees about what Alice can do

TOCTTOU
I checked that Alice has no 
permissions. Let me start 
accessing the data

Change my permissions back to 
read-write. 
I want to modify the data now

Naïve Design III
Permission Delegation with “Get Permissions”
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Bob has no way to express what he wants

I give Bob read-write permission to 
this memory region and revoke my 
own permissionsAlice

Bob

Revoke Bob’s permissions

I am not 
interested in 
this memory 

region

Naïve Design IV
Permission Delegation with Notifications

70



Dynamic permissions:
• Flexibility and high performance
• Complicated security analysis

Static permissions:
• Simple for security analysis
• Lack of flexibility and performance

Can we have both 
high performance and simple security decisions?

Dynamicity vs. Simplicity
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Static View
• Maximum permissions
• Set by owners
• Localised

Dynamic View
• Effective permissions
• Adjusted by accessors
• Localised

Lock bit: exclusive access guarantee

Alice Bob Carol
A rwx rw- r--
B rw- rw- rwx

≤
Alice Bob Carol

A --- r-- ---
B r-- rw- rwx

Alice Bob Carol
A ---- r--l ----
B r--- rw-- rwx-

Alice Bob Carol
A rwxl rw-l r---
B rw-- rw-- rwxl

Ge^ng the Best of Both Worlds

72



Alice

Bob

Enforced Constraints
l Effective bounded by maximum

l r---/rw-- allowed

l r--l/rw-- not allowed

Owner

Accessor

Permissions: rwxl/rwxl
l Effective permissions: dynamically set by 

accessor
l Maximum permissions: set by owner (rwxl

for owner)

r--l/rw-l

Elasticlave Memory Model

73

l Memory access bounded by rwx in effective
l r---/rw-- read-only

l rw--/rwx- read-write

l Lock bit (l) guarantees exclusive accesses



Owner: share (encl, region, max_perm)

Accessor: change (region, effective_perm)

Lock holder: transfer (encl, region)
Owner: destroy (region)

Alice

Bob

----/rwxl

----/r--l

rw-l/rwxl

---l/r--lr--l/r--l

rw--/rwxl

Elasticlave Interface
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Hardware

OS

Other Apps

Trusted

Untrusted

Enclave
Runtime

Security Monitor                   

Enclave
App 1

Enclave
App 2

Enclave
Runtime

PMP Registers

RW

RO

NA

RW RONA

pmp0

pmp1

pmp2

Physical
Memory

Elasticlave Support in Keystone
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Overhead of
Elasticlave
is constant

Elasticlave Performance

76

Spatial isolation
> 100x slower.

Overhead
increases with

record size



Elasticlave Spatial Isolation

Overhead Breakdown

77



Our Work: Building components of this stack

Root of trust

Analybcs
Applicabon

Hypervisor

Operating System

Other 
Apps

Genome 
data

Micro-container~20K

Encrypted output
Network

~50K

Hardware

New Applications [Arxiv’18], [ICDCS’19]

Secure Computation [CCS’13]

Analysis & hardening 
[PLDI’14], [FSE’15], [NDSS’19], [CCS’20]

Rich functionality [NDSS’17], [TOPS’22] 

Formal verification [Usenix Security’20]

Acacks & Defenses [AsiaCCS’16], [CCS’21]

Trusted Computing Primitives 
[TR’15], [Eurosys’20], [Usenix Security’22]
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Smashing SGX Enclaves Using Exceptions
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Intel SGX Secure Context Switching
Non-enclave code Enclave

• Context save/restore

• Safe control resumption

• Atomicity

Func A

Exception 
handler

Func A 
continued

An interrupt or exception 
occurs

Resume enclave exception 
at interrupted point

Re-entering the enclave 
for excepeon handling

80



Lack of atomicity

81



Asynchronous Exception Handling

try {
index = 1024 / count;

} catch {
...

}
...
data = list.data;
list = list.next;
process(data);

if(divide_by_zero) {
error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}
if(data_ready) {

data = read();
new_head.data = data;
new_head.next = list;
list = new_head;

}

Func A Excepbon handler
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if(divide_by_zero) {
error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}
if(data_ready) {

data = read();
new_head.data = data;
new_head.next = list;
list = new_head;

}

try {
index = 1024 / count;

} catch {
...

}
...
data = list.data;
list = list.next;
process(data);

Lack of Atomicity Leads to Problems

But… new data is removed!

New data added to list

Func A Excepbon handler

Head of list has changed

83



Difference to Previous Work
Enclave

OS

Hardware

Side-channel Attacks

Code-reuse Ahacks

Synchronous 
Interface Attacks

Scheduling Attacks
SmashEx

Controlled-Channel [S&P 2015]
Foreshadow              [USENIX Security 2018]
Plundervolt [S&P 2020]

Iago Attacks                [ASPLOS 2013]
A tale of two worlds [CCS 2019]
Faulty Point Unit       [ACSAC 2020]

Asyncshock [ESORICS 2016]
Game of Threads [ASPLOS 2020]

Hacking in Darkness    [USENIX Security 2017]
The Guard’s Dilemma [USENIX Security 2018]
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sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero) {

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

try {
index = 1024 / count;

} catch {
...

}
...
data = list.data;
list = list.next;
process(data);

Benign SGX Exception Handling

Data
flow

Control
flow

SSARegisters Stack locabon

Non-enclave code

Set up stack for 
exception handling

Reuse stack location 
stored in SSA
(RSP before exception)

Func A Exception handler
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Interesting code locations 
for an attack?
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sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero) {

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

xor %xdx,%xdx
add %xdx,%xdx
cld
...
ret

Exploiting SGX Exception Handling

Data
flow

Control
flow

SSARegisters
Stack locabon
Stored return 

address
Instruction 

pointer

Non-enclave code

Write to the 
stack location

Exception handler
Enclave 
entry

ROP gadgets
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R    X
xor %xdx,%xdx
add %xdx,%xdx
cld
...

Inducing Exceptions at Attacker-Desired Locations

• Prepare payload
• Set page non-executable (mprotect)
• Enter enclave
• Restore page permissions (mprotect)
• Re-enter enclave OS-controlled 

page permissions

Enclave entry

88



Missing Re-entry PrevenYon in CriYcal SecYons

User applications

OS

Hardware

sigprocmask 
syscall

set/clear
interrupt flag

Next best option on SGXTraditional programming models

— Intel® 64 and IA-32 Architectures SoXware Developer’s Manual

Enclave

Func A

Exception 
handler

Non-enclave code

Not applicable to SGX 
where OS is untrusted
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Enclave

OS

Hardware

End-to-end attacks: Devil is in the details

Intel SGX SDK Register checks

ASLR,
stack canaries

SGX1 / SGX2
Different types 
of exceptions

Maintaining 
untrusted stack
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Affected on SGX 2

Unaffected Affected on SGX 1 & SGX 2

Which Runtimes are Vulnerable?

Intel SGX SDK

• Examined 14 runtimes 
on SGX1 and SGX

• Created PoCs for 9 Asylo

Apache 
Teaclave

Ratel Enarx
Open 

Enclave

CoSMIX Rust SGX SDK

Veracruz
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Responsible Disclosure

May 2021
Notified Intel and Microsoft.

July 2021
Intel and Microsoft released patches.

Microsoft assigned CVE and released advisory.

October 2021
Intel assigned CVE and released advisory.

SmashEx released publicly.
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How should we defend against 
SmashEx?
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Excepbon handler

Disabling Exception Handling
sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero) {

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

xor %xdx,%xdx
add %xdx,%xdx
cld
...
ret

Data
flow

Control
flow

SSARegisters
Stack locabon
Stored return 

address
Instruction 

pointer

Non-enclave code

Enclave 
entry

Limits enclave functionality
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Exception handler

Dedicated ExcepYon Handling Stack
sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero){

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

xor %xdx,%xdx
add %xdx,%xdx
cld
...
ret

Data
flow

Control
flow

SSARegisters
Stack location
Stored return 

address
Instruction 

pointer

Non-enclave code

Enclave 
entry

Ratel

sp = HANDLING_STACK_BASE;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero) {

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

Dedicated 
stack

Limits enclave scalability and compatibility
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Re-entrant Runtime Design
sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero){

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

xor %xdx,%xdx
add %xdx,%xdx
cld
...
ret

Data
flow

Control
flow

SSARegisters
Stack locabon
Stored return 

address
Instruction 

pointer

Non-enclave code

Enclave 
entry

if(in_critical(ssa.ip))
do_emulation();

sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero) {

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

Exception handler

Complex and error-prone
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Exception handler

Hardware Atomicity Support
sp = ssa.rsp;
info = (info*)sp;
info.r8 = ssa.r8;
...
if(divide_by_zero) {

error = DIVIDE_BY_ZERO;
IP = CATCH_BLOCK;

}

xor %xdx,%xdx
add %xdx,%xdx
cld
...
ret

Data
flow

Control
flow

SSARegisters
Stack location
Stored return 

address
Instruction 

pointer

Non-enclave code

Enclave 
entry

Direction I:
Disabling interrupts

Direction II:
Disabling re-entry

interrupt_flag = 1
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SmashEx Take-aways

• New attack that exploits lack of atomicity on SGX

• Breaks both confidentiality and integrity
• Does not assume bugs in the enclave code

• Affects 10/14 popular enclave runtimes

• Call for
• Careful runtime design and implementation
• Atomicity support in future SGX designs
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Putting it all together

Root of trust

Analytics
Application

Hypervisor

Operating System

Other 
Apps

Genome 
data

Micro-container~20K

Encrypted output
Network

~50K

Hardware

New Applications [Arxiv’18], [ICDCS’19]

Secure Computation [CCS’13]

Analysis & hardening 
[PLDI’14], [FSE’15], [NDSS’19], [CCS’20]

Rich functionality [NDSS’17], [TOPS’22] 

Formal verification [Usenix Security’20]

Attacks & Defenses [AsiaCCS’16], [CCS’21]

Trusted Compubng Primibves 
[TR’15], [Eurosys’20], [Usenix Security’22]
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Summary
• Next-generation computing stack using TEEs

• 1-3 orders of magnitude reduction of trusted code

• Big questions ahead: 
• Resolving the trade-offs
• Scaling up to cloud model & tackling the last mile

• Existing TEEs have fundamental limitations

• So, build new TEE designs!

Compatibility Performance

Trustworthiness
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Shweta Shinde
hgps://shwetashinde.org
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