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Research Areas  
(Interested? Come talk to me!)
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Foundations, Methods, and Tools for Analyzing and
Building Security-Critical Systems

Future Internet
(Verified SCION)

Security Protocol 
Verification w/ Tamarin 

4

Highlight 1: Security Protocols

• Problem: many protocol designs delayed, flawed, too complex, ...

• Research on better foundations, methods, and tools.

• Results

⇤ Methods & Tools: OFMC, Scyther, Scyther-Proof, Tamarin.
� Basis: very expressive symbolic models and new algorithms

� Best in class: falsification, verification, & proof construction

� Dozens of errors found. Some very severe.

� Hundreds of downloads.

� Direct impact on standards, e.g., ISO 9798

⇤ Refinement-based development methods.

⇤ Methods for verifying “physical” security protocols.

Runtime Monitoring Tools
(Critical systems, data protection, DLT, …)



Tamarin Team 
 

EMV 
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A Typical Protocol�
IKE, Phase 1, Main Mode, Digital Signatures, Simplified
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IKE phase 1, main mode (cont.)

Concrete example of authentication variant using digital signatures:

(1) I ! R : CI, ISAI

(2) R ! I : CI, CR, ISAR

(3) I ! R : CI, CR, g
x
, NI

(4) R ! I : CI, CR, g
y
, NR

(5) I ! R : CI, CR, {IDI, SIGI}SKEYIDe

(6) R ! I : CI, CR, {IDR, SIGR}SKEYIDe

SKEYID = h({NI,NR}, gxy) h is keyed hash
SKEYIDd = h(SKEYID, {gxy,CI,CR, 0}) deriving key
SKEYIDa = h(SKEYID, {SKEYIDd, g

xy
,CI,CR, 1}) authentication key

SKEYIDe = h(SKEYID, {SKEYIDa, g
xy
,CI,CR, 2}) encryption key

HASHI = h(SKEYIDa, {gx, gy,CI,CR, ISAI, IDI})
HASHR = h(SKEYIDa, {gy, gx,CR,CI, ISAR, IDR})
SIGI = {HASHI}K�1

I

SIGR = {HASHR}K�1
R

76

Why all the nested  
keyed hashes?

Does argument 
order matter?

Properties?



Protocol Design as an Art
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Whenever I made a roast, I always started off by cutting off the ends, just like my 
grandmother did. Someone once asked me why I did it, and I realized I had no idea. 
It had never occurred to me to wonder. It was just the way it was done. Eventually I 
asked my grandmother. “Why do you always cut off the ends of a roast?” She 
answered “Because my pan is small and otherwise the roasts would not fit.”


  — Anonymous

Best practices, design by committee, reuse of previous protocols, ...



Science in the root sense 
The discovery and knowledge of something that can be  
demonstrated and verified within a community 

Formal methods as a way to better protocols 
• Precise specification of system, environment, properties

• Tool support to debug, verify, and explore alternatives


Progress is being made applying tools to protocols that matter 
• 5G, TLS 1.3, EMV, …

• Companies are (slowly) becoming tool users

Protocol Design as a Science

6



Where is the Difficulty?
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• Design documents are 
incomplete and imprecise

• Properties implicit  
or imprecise.   
E.g. “authenticate”

• Undecidability
• Even restricted 

cases intractable

How does the
system operate?

System 
Specification

Security
Properties

Proof

And in what  
environment?

Does the system meet 
its requirements

What shall
be achieved?

satisfies

• Unclear adversary model



What is Tamarin?
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Constraint 
solver

Tamarin prover

Theorem 
Prover



Tamarin Prover
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Tamarin prover

Dedicated 
constraint 

solver
System S constraints 

from S

Property P constraint 
from (not P)

Run out of 
time or

memoryProvide hints for 

the prover

(e.g. invariants)

Interactive mode

Inspect partial proof

Solution exists: 
ATTACK

No solution 
exists: PROOF



Specifying Protocols with Multiset Rewrite Rules
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LHS --[ actions ]-> RHS

			[	In(	K	),		 
					State(	ThreadID,	`step1’	)	]


						--[	Accepted(	ThreadID,	K)	]->


			[	Out(	`ack`	),	 
					State(	ThreadID,	`step2’,	K	)	]


premises (LHS)

actions

conclusions (RHS)

Gives rise to a transition system with a trace semantics
{In(key), 
 State(tid3,`step1’),  
 …}

{Out(`ack’),  
State(tid3,`step2’,key),  
 …}

Accepted(tid3,key) … …



Specifying Protocols
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Example: client state machine, TLS v1.3
Rules correspond to edges



Specifying Adversary Capabilities
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Similar to oracles in computational model

		[	State(	ThreadID,	…	,	Key	)	]


						--[	SessionKeyReveal(	ThreadID,	Key	)	]->


			[	Out(	Key	)	]

Example of “Session Reveal”



Specifying Properties
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Guarded fragment of first order logic with timepoints

lemma	my_secret_key:


			“Forall	tid	key	#i.	


						Accepted(	tid,	key	)@i	=>	(	not	Ex	#j.	K(key)@j	)	”


{In(key), 
 State(tid3,`step1’),  
 …}

{Out(`ack’),  
State(tid3,`step2’,key),  
 …}

Accepted(tid3,key) …

Interpreted over traces



Does Protocol Satisfy Property? 
Or can the adversary attack it?  

?
See references at end of talk 



EMV Standard

EMV is the global standard for smartcard payments: 9+ billion cards used! 

Founded by Europay, Mastercard, and Visa.   Others have joined too 

 
 
 
The standard claims to offer the highest security

15
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EMV standard

• EMV is the global standard for smartcard payments

• Founded by Europay, Mastercard, and Visa

• Other card schemes have joined the consortium too

• 9+ billions EMV cards in circulation worldwide

• The standard claims to o↵er the highest security



EMV: Security and Convenience
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EMV security (and convenience)

Low-value purchases do not require a PIN High-value purchases should be protected by PIN

——–
Hand image from https://pngtree.com/so/extend-a-finger

Devil image from https://pngtree.com/so/emoji-icons

But they are not
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Take Home Messages

1. Developed first comprehensive model of EMV 
Paper specification runs over 2,000 pages  
       ⤳ directly formalized in Tamarin 

2. Found both known and new security issues  
The PINs for your credit cards are useless! 

3. We proposed and machine-checked fixes (disclosed to relevant vendors) 
Fixes do not affect cards in circulation 

4. Experience supports general hypothesis: 
Don’t trust, verify! 

Details described on the web at emvrace.github.io

17

https://emvrace.github.io


2,000+ pages
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EMV protocol

1) Initialization: card and terminal agree on the application
to be used for the transaction and exchange static data

2) O✏ine Data Authentication (ODA): terminal performs a
PKI-based validation of the card. There are three
methods:

• Static Data Authentication (SDA)
• Dynamic Data Authentication (DDA)
• Combined Dynamic Data Authentication (CDA)

3) Cardholder Verification: terminal determines whether the
person presenting the card is the legitimate cardholder.
There are five Cardholder Verification Methods (CVM):

• Signature / No PIN / No CVM (modeled equivalently)
• Plaintext PIN
• O✏ine Enciphered PIN
• Online PIN
• Consumer Device CVM

4) Transaction Authorization (TA): the transaction is

• Declined o✏ine
• Accepted o✏ine
• Authorized online by the issuer bank

Card

C

Terminal

T

Bank

B

s = f (mk,ATC), random NC random UN s = f (mk,ATC)

SELECT, 1PAY.SYS.DDF01

AID1,AID2, . . . ,AIDn

SELECT,AIDx

PDOL tags & lengths

GET PROCESSING OPTIONS,PDOL

AIP,AFL

READ RECORD

PAN,expDate,...,certprivCA(B,pubB),
[certprivB(C,pubC,CVM list,AIP),]
CDOLs tags & lengths,CVM list

SSAD= signprivB(PAN,expDate,AIP)

INTERNAL AUTHENTICATE,UN

SDAD= signprivC(NC,UN)

[Paintext PIN / O✏ine Enciphered PIN / Consumer Device CVM]

GENERATE AC, CDOL1

X = hPDOL,CDOL1i
AC= MACs(X ,AIP,ATC, IAD)
T = h(X ,CID,ATC,AC, IAD)
SDAD= signprivC(NC,CID,AC, [T, ]UN)

CID,ATC,AC/SDAD, IAD PAN,AIP,X ,ATC,IAD,AC [,aencpubB(PIN)]

Y = AC� p8(ARC)
ARPC= MAC0

s(Y )

CDOL2= hARC,ARPC, . . .iGENERATE AC,CDOL2

X 0 = hPDOL,CDOL1,CDOL2i
TC= MACs(X 0,AIP,ATC, IAD0)
T 0 = h(X 0,CID0,ATC,TC, IAD0)
SDAD0 = signprivC(NC,CID

0,TC, [T 0, ]UN)

CID0,ATC,TC/SDAD0, IAD0
IAD0,TC

1. Initialization: card & terminal agree on application 
used for transaction & exchange static data. 

Contact or contactless

Country, currency, nonce UN
Authentication methods

Card number, expiry date,  
issuing bank certificate,  
Cardholder Verif. Methods …

mk: symmetric master key 
shared between card and bank
ATC:  transaction counter  
result s used for MACs

Uses PKI with certificates for 
CAs, Banks & Cards  
(but not Terminals)

EMV Protocol 

Substantially simplified account! 
Also with variants for different 

EMV kernels

App. IDs: Visa / Amex / …

Acronym Zoo:
PDOL/CDOL: Data Object Lists
AID: Application Identifiers
PAN: Primary Account Number (Card number)
CVM: Cardholder Verification Methods
…
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EMV Protocol
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1. Initialization: card and terminal agree on app 
used for transaction & exchange static data. 

2. Offline Data Authentication (ODA):  terminal 
performs PKI-based card validation using one 
of three methods:

• Static Data Authentication (SDA)
• Dynamic Data Authentication (DDA)
• Combined Dynamic Data Authentication (CDA)

Static data like card number and exp. 
date signed earlier by bank and 
stored on card.    Legacy status.

Standard now is CDA: 
includes nonces and 
other transaction details
like purchase amount

Acronym Zoo:
SDAD = Signed Dynamic Authentication Data
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1. Initialization: card and terminal agree on app 
used for transaction & exchange static data. 

2. Offline Data Authentication(ODA):  terminal 
performs PKI-based card validation using one of 
three methods:

• Static Data Authentication (SDA)
• Dynamic Data Authentication (DDA)
• Combined Dynamic Data Authentication (CDA)

3. Cardholder Verification: terminal determines if 
person presenting card is legitimate cardholder 
using a Cardholder Verification Methods (CVM):
• Signature / No PIN / No CVM 
• Plaintext PIN (terminal sends PIN to card)
• Offline Enciphered PIN (terminal encrypts PIN  

                                       and sends to card)
• Online PIN                     (PIN sent encrypted to  

                                        issuing bank)
• Customer Device CVM  (mobile phone auth.)

Different procedures to 
check PIN by terminal 
or issuing bank..  
(description omitted)



EMV Protocol
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EMV protocol
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1. Initialization: card and terminal agree on app 
used for transaction & exchange static data. 

2. Offline Data Authentication(ODA):  terminal 
performs PKI-based card validation using one of 
three methods:

• Static Data Authentication (SDA)
• Dynamic Data Authentication (DDA)
• Combined Dynamic Data Authentication (CDA)

3. Cardholder Verification: terminal determines if 
person presenting card is legitimate cardholder 
using a Cardholder Verification Methods (CVM):
• Signature / No PIN / No CVM 
• Plaintext PIN
• Offline Enciphered PIN
• Online PIN
• Customer Device CVM 

4. Transaction Authorization (TA): result is:
• Declined offline
• Accepted offline  (typically low value)
• Authorized online by issuer bank

Cryptogram for Bank
Signed data for Terminal

Online verification case  
(optionally with PIN)

Offline verification

This 2nd phase is for contact, where card 
authenticates bank and updates its state

Additional checks



Main Properties Considered
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1.  The bank accepts transactions t accepted by the terminal 
 
 
 
 
 
 
 
 
In Tamarin, protocol modeled as a labelled transition system giving rise to a 
(possibly infinite) set of traces.    Following trace would violate this property 
             ….  BankDeclines(23581) …  TerminalAccepts(23581) … 
 
TerminalAccepts(t) iff Terminal satisfied with transaction. 
BankDeclines(t) iff Bank receives authorization request with wrong cryptogram 

8 / 19

Main security properties considered

1) The bank accepts, i.e. does not decline, transactions accepted by the terminal:

lemma bank_accepts:

"All t #i.

TerminalAccepts(t)@i

==>

not (Ex #j. BankDeclines(t)@j) |

Ex A #k. Honest(A)@i & Compromise(A)@k"

2) Transactions are authenticated to the terminal by the card and the bank:

lemma auth_to_terminal: // injective agreement , r will be ’Card’ or ’Bank’

"All T P r t #i.

Commit(T, P, <r, ’Terminal ’, t>)@i

==>

((Ex #j. Running(P, T, <r, ’Terminal ’, t>)@j & j < i) &

not (Ex T2 P2 #i2. Commit(T2, P2, <r, ’Terminal ’, t>)@i2 & not(#i2 = #i))

) |

Ex A #k. Honest(A)@i & Compromise(A)@k"

3) Transactions are authenticated to the bank by the card and the terminal:

lemma is the same as 2 but ’Terminal ’ is now ’Bank’



Main Properties Considered
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2.  Transactions are authenticated to the terminal by the card and the bank 
 
 
 
 
 
 
 
 
Whenever terminal T Commits to a transaction t with communication parter P, then 
either P in the role r ∈ {‘card’, ‘Bank’} was previously Running the protocol with T 
and they agree on t, or an agent presumed honest was compromised.   Also there 
is a unique Commit for each pair of accepting transaction and accepting agent, so 
replay attacks are prevented.  

3. Transactions are authenticated to the bank by the card and the terminal. 
Property same as (2), but ‘Terminal’ is now ‘Bank’.
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Analysis results

Target Model executable
bank auth. to auth. to

accepts terminal bank

Contact SDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN O✏ine – – – –

Contact SDA NoPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA NoPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA EncPIN Online – – – –
Contact SDA EncPIN O✏ine – – – –

Contact DDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA OnlinePIN Online X ⇥(2) ⇥(2) X
Contact DDA OnlinePIN O✏ine – – – –

Contact DDA NoPIN Online X ⇥(2) ⇥(2) X
Contact DDA NoPIN O✏ine X ⇥(2) ⇥(2) X
Contact DDA EncPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA EncPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact CDA PlainPIN Online X X ⇥(1) ⇥(1)

Contact CDA PlainPIN O✏ine X X ⇥(1) ⇥(1)

Contact CDA OnlinePIN Online X X X X
Contact CDA OnlinePIN O✏ine – – – –
Contact CDA NoPIN Online X X X X
Contact CDA NoPIN O✏ine X X X X
Contact CDA EncPIN Online X X ⇥(1) ⇥(1)

Contact CDA EncPIN O✏ine X X ⇥(1) ⇥(1)

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on last AC
bold: satisfies all 4 properties

• Only transactions using the CDA
authentication method and Online PIN or
No PIN as CVM are secure

• Transactions using Plaintext PIN or
O✏ine Enciphered PIN as CVM admit the
PIN bypass of [Murdoch et al., S&P 2010]

• Transactions using the SDA or DDA
authentication methods admit an attack
where the terminal accepts them but the
bank declines them

• We also found other issues related to
secrecy

• In general, weaponizing these issues in
practice is challenging as one would need
control of the contact chip channel

Decomposed analysis: contact(less), and methods 
for data authentication and cardholder verification



Results for EMV Contact Protocol

25

10 / 19

Analysis results

Target Model executable
bank auth. to auth. to

accepts terminal bank

Contact SDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN O✏ine – – – –

Contact SDA NoPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA NoPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA EncPIN Online – – – –
Contact SDA EncPIN O✏ine – – – –

Contact DDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA OnlinePIN Online X ⇥(2) ⇥(2) X
Contact DDA OnlinePIN O✏ine – – – –

Contact DDA NoPIN Online X ⇥(2) ⇥(2) X
Contact DDA NoPIN O✏ine X ⇥(2) ⇥(2) X
Contact DDA EncPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA EncPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact CDA PlainPIN Online X X ⇥(1) ⇥(1)

Contact CDA PlainPIN O✏ine X X ⇥(1) ⇥(1)

Contact CDA OnlinePIN Online X X X X
Contact CDA OnlinePIN O✏ine – – – –
Contact CDA NoPIN Online X X X X
Contact CDA NoPIN O✏ine X X X X
Contact CDA EncPIN Online X X ⇥(1) ⇥(1)

Contact CDA EncPIN O✏ine X X ⇥(1) ⇥(1)

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on last AC
bold: satisfies all 4 properties

• Only transactions using the CDA
authentication method and Online PIN or
No PIN as CVM are secure

• Transactions using Plaintext PIN or
O✏ine Enciphered PIN as CVM admit the
PIN bypass of [Murdoch et al., S&P 2010]

• Transactions using the SDA or DDA
authentication methods admit an attack
where the terminal accepts them but the
bank declines them

• We also found other issues related to
secrecy

• In general, weaponizing these issues in
practice is challenging as one would need
control of the contact chip channel
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Analysis results

Target Model executable
bank auth. to auth. to

accepts terminal bank

Contact SDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN O✏ine – – – –

Contact SDA NoPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA NoPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA EncPIN Online – – – –
Contact SDA EncPIN O✏ine – – – –

Contact DDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA OnlinePIN Online X ⇥(2) ⇥(2) X
Contact DDA OnlinePIN O✏ine – – – –

Contact DDA NoPIN Online X ⇥(2) ⇥(2) X
Contact DDA NoPIN O✏ine X ⇥(2) ⇥(2) X
Contact DDA EncPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA EncPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact CDA PlainPIN Online X X ⇥(1) ⇥(1)

Contact CDA PlainPIN O✏ine X X ⇥(1) ⇥(1)

Contact CDA OnlinePIN Online X X X X
Contact CDA OnlinePIN O✏ine – – – –
Contact CDA NoPIN Online X X X X
Contact CDA NoPIN O✏ine X X X X
Contact CDA EncPIN Online X X ⇥(1) ⇥(1)

Contact CDA EncPIN O✏ine X X ⇥(1) ⇥(1)

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on last AC
bold: satisfies all 4 properties

• Only transactions using the CDA
authentication method and Online PIN or
No PIN as CVM are secure

• Transactions using Plaintext PIN or
O✏ine Enciphered PIN as CVM admit the
PIN bypass of [Murdoch et al., S&P 2010]

• Transactions using the SDA or DDA
authentication methods admit an attack
where the terminal accepts them but the
bank declines them

• We also found other issues related to
secrecy

• In general, weaponizing these issues in
practice is challenging as one would need
control of the contact chip channel

Attack: fake the Card’s response, 
which is not authenticated
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Analysis results

Target Model executable
bank auth. to auth. to

accepts terminal bank

Contact SDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN O✏ine – – – –

Contact SDA NoPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA NoPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA EncPIN Online – – – –
Contact SDA EncPIN O✏ine – – – –

Contact DDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA OnlinePIN Online X ⇥(2) ⇥(2) X
Contact DDA OnlinePIN O✏ine – – – –

Contact DDA NoPIN Online X ⇥(2) ⇥(2) X
Contact DDA NoPIN O✏ine X ⇥(2) ⇥(2) X
Contact DDA EncPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA EncPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact CDA PlainPIN Online X X ⇥(1) ⇥(1)

Contact CDA PlainPIN O✏ine X X ⇥(1) ⇥(1)

Contact CDA OnlinePIN Online X X X X
Contact CDA OnlinePIN O✏ine – – – –
Contact CDA NoPIN Online X X X X
Contact CDA NoPIN O✏ine X X X X
Contact CDA EncPIN Online X X ⇥(1) ⇥(1)

Contact CDA EncPIN O✏ine X X ⇥(1) ⇥(1)

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on last AC
bold: satisfies all 4 properties

• Only transactions using the CDA
authentication method and Online PIN or
No PIN as CVM are secure

• Transactions using Plaintext PIN or
O✏ine Enciphered PIN as CVM admit the
PIN bypass of [Murdoch et al., S&P 2010]

• Transactions using the SDA or DDA
authentication methods admit an attack
where the terminal accepts them but the
bank declines them

• We also found other issues related to
secrecy

• In general, weaponizing these issues in
practice is challenging as one would need
control of the contact chip channel

Attack: transaction cryptogram modified, which goes 
undetected by terminal and is only later detected by bank
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Analysis results

Target Model executable
bank auth. to auth. to

accepts terminal bank
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Contact SDA OnlinePIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN O✏ine – – – –

Contact SDA NoPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA NoPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA EncPIN Online – – – –
Contact SDA EncPIN O✏ine – – – –

Contact DDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA OnlinePIN Online X ⇥(2) ⇥(2) X
Contact DDA OnlinePIN O✏ine – – – –

Contact DDA NoPIN Online X ⇥(2) ⇥(2) X
Contact DDA NoPIN O✏ine X ⇥(2) ⇥(2) X
Contact DDA EncPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA EncPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact CDA PlainPIN Online X X ⇥(1) ⇥(1)

Contact CDA PlainPIN O✏ine X X ⇥(1) ⇥(1)

Contact CDA OnlinePIN Online X X X X
Contact CDA OnlinePIN O✏ine – – – –
Contact CDA NoPIN Online X X X X
Contact CDA NoPIN O✏ine X X X X
Contact CDA EncPIN Online X X ⇥(1) ⇥(1)

Contact CDA EncPIN O✏ine X X ⇥(1) ⇥(1)

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on last AC
bold: satisfies all 4 properties

• Only transactions using the CDA
authentication method and Online PIN or
No PIN as CVM are secure

• Transactions using Plaintext PIN or
O✏ine Enciphered PIN as CVM admit the
PIN bypass of [Murdoch et al., S&P 2010]

• Transactions using the SDA or DDA
authentication methods admit an attack
where the terminal accepts them but the
bank declines them

• We also found other issues related to
secrecy

• In general, weaponizing these issues in
practice is challenging as one would need
control of the contact chip channel

Attack: downgrade to 
plain PIN verification, 
and read PIN via MITM
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Analysis results

Target Model executable
bank auth. to auth. to

accepts terminal bank

Contact SDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA OnlinePIN O✏ine – – – –

Contact SDA NoPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA NoPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact SDA EncPIN Online – – – –
Contact SDA EncPIN O✏ine – – – –

Contact DDA PlainPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA PlainPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA OnlinePIN Online X ⇥(2) ⇥(2) X
Contact DDA OnlinePIN O✏ine – – – –

Contact DDA NoPIN Online X ⇥(2) ⇥(2) X
Contact DDA NoPIN O✏ine X ⇥(2) ⇥(2) X
Contact DDA EncPIN Online X ⇥(2) ⇥(1,2) ⇥(1)

Contact DDA EncPIN O✏ine X ⇥(2) ⇥(1,2) ⇥(1)

Contact CDA PlainPIN Online X X ⇥(1) ⇥(1)

Contact CDA PlainPIN O✏ine X X ⇥(1) ⇥(1)

Contact CDA OnlinePIN Online X X X X
Contact CDA OnlinePIN O✏ine – – – –
Contact CDA NoPIN Online X X X X
Contact CDA NoPIN O✏ine X X X X
Contact CDA EncPIN Online X X ⇥(1) ⇥(1)

Contact CDA EncPIN O✏ine X X ⇥(1) ⇥(1)

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on last AC
bold: satisfies all 4 properties

• Only transactions using the CDA
authentication method and Online PIN or
No PIN as CVM are secure

• Transactions using Plaintext PIN or
O✏ine Enciphered PIN as CVM admit the
PIN bypass of [Murdoch et al., S&P 2010]

• Transactions using the SDA or DDA
authentication methods admit an attack
where the terminal accepts them but the
bank declines them

• We also found other issues related to
secrecy

• In general, weaponizing these issues in
practice is challenging as one would need
control of the contact chip channel
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Figure 4. Components of the attack.

run on a similar device. Miniaturization is mostly a me-
chanical challenge, and well within the expertise of criminal
gangs: such expertise has already been demonstrated in the
miniaturised transaction interceptors that have been used to
sabotage point of sale terminals and skim magnetic strip
data. Miniaturization is not critical, though, as criminals
can target businesses where a card can be used with wires
running up the cashout operative’s sleeve, while a laptop and
FPGA board can be hidden easily in his backpack. There
are firms such as supermarkets and money changers whose
terminals are located on the other side of a barrier from
the checkout staff, who therefore do not scrutinise the cards
their customers use.

V. CAUSES

The failure we identify here might be patched in various
ways which we will discuss later. But at heart there is a pro-
tocol design error in EMV: it compartmentalises the issuer-
specific MAC protocol too distinctly from the negotiation of
the cardholder verification method. Both of the parties who
rely on transaction authentication – the merchant and the
issuing bank – need to have a full and trustworthy view of
the method used to verify the cardholder; and because the
relevant data cannot be collected neatly by either party, the
framework itself is flawed.

A key misconception of the designers was to think of the
TVR and card verification results primarily as separate lists

of possible failures represented by a bit mask, rather than
as a report of the authentication protocol run.

This is not to say that issuing banks cannot in future
implement secure proprietary schemes within the EMV
framework: because the internal protocols are proprietary
anything is possible, and some potential options will be
discussed in Section VI. But such schemes must make
ever more complex and intricate analysis of the transaction
data returned, driving up the complexity and fragility of
the existing EMV card authorization systems. Essentially,
they will have to ignore the framework, and without a
change in the framework itself, the authorization calculations
will remain so complex and dependent on external factors
that further mistakes are very likely. Also, as the protocol
becomes more customized by the issuer, the introduction
of new system-wide features sought for other purposes will
become progressively more difficult and expensive.

The failure of EMV has many other aspects which will
be familiar to security engineers. There was a closed design
process, with no open external review of the architecture
and its supporting protocols. The protocol documentation
appeared eventually in the public domain – nothing imple-
mented by 20,000 banks could have been kept secret – but
too late for the research community to give useful feedback
before a lot of money was spent on implementation.

The economics of security work out not just in the
interaction between banks, customers and merchants – with

438
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Analysis results

Target Model exec.
bank auth. to auth. to

accepts terminal bank

Visa EMV Low X X ⇥(1) ⇥(1)

Visa EMV High X X ⇥(1) ⇥(1)

Visa DDA Low X ⇥(2) ⇥(2) X
Visa DDA High X X X X
Mastercard SDA OnlinePIN Low X ⇥(2) ⇥(2) X
Mastercard SDA OnlinePIN High X X X X
Mastercard SDA NoPIN Low X ⇥(2) ⇥(2) X
Mastercard SDA NoPIN High –(3) – – –

Mastercard DDA OnlinePIN Low X ⇥(2) ⇥(2) X
Mastercard DDA OnlinePIN High X X X X
Mastercard DDA NoPIN Low X ⇥(2) ⇥(2) X
Mastercard DDA NoPIN High –(3) – – –
Mastercard CDA OnlinePIN Low X X X X
Mastercard CDA OnlinePIN High X X X X
Mastercard CDA NoPIN Low X X X X
Mastercard CDA NoPIN High –(3) – – –

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on AC
(3): high-value transactions without CVM are not completed contactless
bold: satisfies all 4 properties

• Most common Mastercard
transactions are secure

• Most common Visa
transactions are not secure
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Analysis results

Target Model exec.
bank auth. to auth. to

accepts terminal bank

Visa EMV Low X X ⇥(1) ⇥(1)

Visa EMV High X X ⇥(1) ⇥(1)
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Mastercard DDA NoPIN Low X ⇥(2) ⇥(2) X
Mastercard DDA NoPIN High –(3) – – –
Mastercard CDA OnlinePIN Low X X X X
Mastercard CDA OnlinePIN High X X X X
Mastercard CDA NoPIN Low X X X X
Mastercard CDA NoPIN High –(3) – – –

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on AC
(3): high-value transactions without CVM are not completed contactless
bold: satisfies all 4 properties

• Most common Mastercard
transactions are secure

• Most common Visa
transactions are not secure

Recall: CDA is what is commonly used in practice
(We return to this result for Mastercard later!)
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Analysis results
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Legend:
X: property verified ⇥: property falsified –: not applicable
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(3): high-value transactions without CVM are not completed contactless
bold: satisfies all 4 properties

• Most common Mastercard
transactions are secure

• Most common Visa
transactions are not secure
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Visa contactless protocol: A look at the problem

• Card’s choice for Cardholder
Verification Method (CVM) is
encoded in the Card Transaction
Qualifiers (CTQ)

• The CTQ is authenticated via the
Signed Dynamic Authentication
Data (SDAD)

• But most Visa transactions do not
use the SDAD

• Thus the CTQ, and by extension
the CVM, can be modified!

Card

C

Terminal

T

Bank

B

s = f (mk,ATC)
random NC

random UN s = f (mk,ATC)

SELECT, 2PAY.SYS.DDF01

AID1,AID2, . . . ,AIDn

SELECT,0xA000000003....

PDOL tags & lengths

PDOL=hTTQ,amount,country,TVR,
currency,date,type,UNi

GET PROCESSING OPTIONS,PDOL

AC= MACs(PDOL,AIP,ATC, IAD)
d = hATC,UN,amount,currency,NC,CTQ,AIPi
SDAD= signprivC(d)

AIP,AFL, IAD,AC,CID,ATC,CTQ

READ RECORD

PAN,expDate,...[,certprivCA(B,pubB),
certprivB(C,pubC),SDAD,NC,CTQ]

PAN,AIP,PDOL,ATC,IAD,AC [,aencpubB(PIN)]

Y = AC� p8(ARC)
ARPC= MAC0

s(Y )

ARC,ARPC

Problem with Visa Contactless

33

• Card’s choice for Cardholder Verification 
Method (CVM) encoded in Card Transaction 
Qualifiers (CTQ)

If you can change the CTQ, 
you change how cardholder 

is (apparently) verified
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Visa contactless protocol: A look at the problem

• Card’s choice for Cardholder
Verification Method (CVM) is
encoded in the Card Transaction
Qualifiers (CTQ)

• The CTQ is authenticated via the
Signed Dynamic Authentication
Data (SDAD)
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Problem with Visa Contactless
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• Card’s choice for Cardholder Verification 
Method (CVM) encoded in Card Transaction 
Qualifiers (CTQ) 

• CTQ authenticated via the Signed Dynamic 
Authentication Data (SDAD)

If you can change the CTQ, 
you change how cardholder 

is (apparently) verified
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Visa contactless protocol: A look at the problem

• Card’s choice for Cardholder
Verification Method (CVM) is
encoded in the Card Transaction
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Problem with Visa Contactless
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• Card’s choice for Cardholder Verification 
Method (CVM) encoded in Card Transaction 
Qualifiers (CTQ) 

• CTQ authenticated via the Signed Dynamic 
Authentication Data (SDAD) 

• Most Visa transactions don’t use the SDAD  
⇒ CTQ and therefore CVM can be modified

CTQ can be changed to suggest 
cardholder verification was 

performed on the Consumer Device

“Terminal does 
online PIN 
verification”

“Consumer 
device did 
verification”
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Weaponizing: PIN bypass attack

Man-in-the-middle attack built on top of a relay attack architecture:

(a) Terminal sends command indicating Cardholder Verification required

(b) Card sends response indicating Online PIN required

(c) Attacker changes CTQ to 0x0280 which indicates that
Online PIN is not required and Consumer Device CVM was performed

Card emulator POS emulator

WiFi

WiFi

NFC NFC

(a) (a) (a)

(b)(c)(c)

Demo at https://youtu.be/JyUsMLxCCt8



Man-in-the-middle attack on top of a relay attack architecture 

(a) Terminal sends command indicating Cardholder Verification required 

(b) Card sends response indicating Online PIN required  

(c) Attacker changes Card Transaction Qualifier (CTQ) to 0x028 indicating that 
Online PIN not required and Consumer Device CVM was performed
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Weaponizing: PIN bypass attack

Man-in-the-middle attack built on top of a relay attack architecture:

(a) Terminal sends command indicating Cardholder Verification required

(b) Card sends response indicating Online PIN required

(c) Attacker changes CTQ to 0x0280 which indicates that
Online PIN is not required and Consumer Device CVM was performed
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Weaponizing PIN bypass Attack
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Our PIN bypass on the media
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Visa contactless protocol: A look at the problem

• Card’s choice for Cardholder
Verification Method (CVM) is
encoded in the Card Transaction
Qualifiers (CTQ)

• The CTQ is authenticated via the
Signed Dynamic Authentication
Data (SDAD)

• But most Visa transactions do not
use the SDAD

• Thus the CTQ, and by extension
the CVM, can be modified!

Card

C

Terminal

T

Bank

B

s = f (mk,ATC)
random NC

random UN s = f (mk,ATC)

SELECT, 2PAY.SYS.DDF01

AID1,AID2, . . . ,AIDn

SELECT,0xA000000003....

PDOL tags & lengths

PDOL=hTTQ,amount,country,TVR,
currency,date,type,UNi

GET PROCESSING OPTIONS,PDOL

AC= MACs(PDOL,AIP,ATC, IAD)
d = hATC,UN,amount,currency,NC,CTQ,AIPi
SDAD= signprivC(d)

AIP,AFL, IAD,AC,CID,ATC,CTQ

READ RECORD

PAN,expDate,...[,certprivCA(B,pubB),
certprivB(C,pubC),SDAD,NC,CTQ]

PAN,AIP,PDOL,ATC,IAD,AC [,aencpubB(PIN)]

Y = AC� p8(ARC)
ARPC= MAC0

s(Y )

ARC,ARPC

• Recall the problem: Most VISA transactions 
do not use the Signed Dynamic 
Authentication Data (SDAD), which is the 
only protection to the Card Transaction 
Qualifiers (CTQ)

• Easy Fix: always have the card supply the 
SDAD and the terminal verify it 

• Having the card supply it is as easy as 
setting bit 1 of byte 1 of the Terminal 
Transaction Qualifiers (TTQ)

• Fixes can be deployed on terminals without 
reissuing cards!

TTQ
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Further issues found

Target Model exec.
bank auth. to auth. to

accepts terminal bank

Visa EMV Low X X ⇥(1) ⇥(1)

Visa EMV High X X ⇥(1) ⇥(1)

Visa DDA Low X ⇥(2) ⇥(2) X
Visa DDA High X X X X
Mastercard SDA OnlinePIN Low X ⇥(2) ⇥(2) X
Mastercard SDA OnlinePIN High X X X X
Mastercard SDA NoPIN Low X ⇥(2) ⇥(2) X
Mastercard SDA NoPIN High –(3) – – –

Mastercard DDA OnlinePIN Low X ⇥(2) ⇥(2) X
Mastercard DDA OnlinePIN High X X X X
Mastercard DDA NoPIN Low X ⇥(2) ⇥(2) X
Mastercard DDA NoPIN High –(3) – – –
Mastercard CDA OnlinePIN Low X X X X
Mastercard CDA OnlinePIN High X X X X
Mastercard CDA NoPIN Low X X X X
Mastercard CDA NoPIN High –(3) – – –

Legend:
X: property verified ⇥: property falsified –: not applicable
(1): disagrees with card on CVM (2): disagrees with card on AC
(3): high-value transactions without CVM are not completed contactless
bold: satisfies all 4 properties

• Low-value, o✏ine transactions
with Visa or old Mastercard
cards are not secure

• Weaponize: MITM fools
terminal into accepting a
transaction which the bank
declines, only after the attacker
is long gone

• Didn’t test this in practice for
ethical reasons

• Fix: Change the SDAD input to
hNC, CID, AC, PDOL, ATC,
CTQ, UN, IAD, AIPi

• Requires re-issuance of cards

• Low-value offline transactions 
with Visa or old Mastercard are 
not secure

• Weaponize: MITM fools terminal 
into accepting a transaction where 
bank declines, only after attacker 
is long gone

• Didn’t test in the wild for ethical 
reasons

• Fix: Change the SDAD input to 
authenticate additional data, e.g., 
the AC (cryptogram) and its input. 
So changes detected by terminals. 

• Requires reissuing cards!
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After previous work, we enriched our model to account for the fact that there are 
different payment networks. 

Attack idea: replace card’s Application Identifiers (AIDs) with the Visa AID 
A0000000031010 to deceive the terminal into activating the Visa kernel.     
    — Simultaneously perform a Visa transaction with the terminal and a  
         Mastercard transaction with the card.  
    — For Visa transaction, apply previously  
         described attack on Visa!    

Current work: verification project with an EMV partner to  
analyze upcoming changes to standard.

Card Brand Mixup Attack: Bypassing the PIN in
non-Visa Cards by Using Them for Visa Transactions

David Basin, Ralf Sasse, and Jorge Toro-Pozo
Department of Computer Science

ETH Zurich

Abstract
Most EMV transactions require online authorization by the

card issuer. Namely, the merchant’s payment terminal sends
an authorization request to the card issuer over a payment
network, typically operated by the company that brands the
card such as Visa or Mastercard. In this paper we show that
it is possible to induce a mismatch between the card brand
and the payment network, from the terminal’s perspective.
The resulting card brand mixup attack has serious security
consequences. In particular, it enables criminals to use a vic-
tim’s Mastercard contactless card to pay for expensive goods
without knowing the card’s PIN. Concretely, the attacker fools
the terminal into believing that the card being used is a Visa
card and then applies the recent PIN bypass attack that we
reported on Visa. We have built an Android application and
successfully used it to carry out this attack for transactions
with both Mastercard debit and credit cards, including a trans-
action for over 400 USD with a Maestro debit card. Finally,
we extend our formal model of the EMV contactless protocol
to machine-check fixes to the issues found.

1 Introduction

There are more than 3.3 billion Visa credit and debit cards
in circulation worldwide [23]. Under the Mastercard brand
(excluding Maestro and Cirrus products) there are over 2 bil-
lion cards [22]. These two companies, together with Europay,
are the founders of EMV, the de facto protocol standard for
in-store smartcard payments. Other companies like American
Express, JCB, Discover, and UnionPay have also joined the
EMV consortium.

EMV transactions for high amounts require online autho-
rization from the card issuer. For this, the payment terminal
sends an authorization request to the card issuer, carrying
transaction details and a cryptographic Message Authentica-
tion Code (MAC) computed by the card over these details.
Upon reception, the card issuer performs various checks, in-
cluding that the associated account has sufficient funds and

Terminal Acquirer Payment Network Card Issuer

Figure 1: Communication flow for online transaction autho-
rization. Upper and lower arrows represent the authorization
request and response, respectively.

that the MAC is correct. While these checks offer cryptograph-
ically verifiable guarantees to cardholders and merchants, one
must understand the properties of the payment system as a
whole, including the process by which terminals and issuers
exchange requests and responses.

Figure 1 displays the communication flow of the online
authorization process, involving four parties: (1) the payment
terminal; (2) the merchant’s acquirer, which is a bank or fi-
nancial institution that processes card payments on behalf of
the merchant; (3) the payment network, which connects the
acquirer and the card issuer; and (4) the issuer itself. There are
several payment networks, such as the Visa or Mastercard net-
works, and the mechanism by which the acquirer chooses the
one which the authorization request is sent to is called routing.
Typically, routing is based on the payment card’s brand. For
example, if the card is Visa branded, then the authorization
request is routed to the Visa payment network.

The payment terminal can determine the card brand from
different data objects supplied by the card during the trans-
action. These objects include the Primary Account Number
(PAN) and the Application Identifiers (AID). From the PAN,
more commonly known as the card number, the card brand
can be inferred from the leading digits. For example, if the
PAN starts with 4 then it is a Visa card. From the AIDs, which
indicate the EMV applications that the card supports (e.g.,
Visa Electron or V Pay), the card brand can be inferred from
the shared prefix, called the Registered Application Provider
Identifier, which is usually a 10-digit value (5 bytes).

In this paper we show that it is possible to deceive a termi-



Conclusions

Formal Methods matter! 
• You can rob the bank with a theorem prover.

Tools sufficiently advanced that they can and should be used 
• Good hygiene: be explicit about protocol, adversary, and properties
• Find errors or produce proofs
• Follow standardization efforts: check modifications for upcoming releases 

EMV not a standard but Tamarin is being used now as part of its development

Research challenges 
• COMPLEXITY, Complexity, complexity
• Improving scope and accuracy
• Education: getting the message out and training engineers
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