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Project Outline

Figure: CBOXTM by BlackBoxSecu.

Characteristics:

• end-to-end voice encryption

• audio-to-audio processing

• real-time operation

Key technologies:

• data over voice channel

• enciphered speech over voice
channel

• cryptographic key management
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Data over voice channels

• low bitrate (∼ 1.5 kbps)

• channel errors (BER ∼ 10 %)

• strong fading (message suppression)

How to exchange session keys?
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Example of the protocol
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Tamarin Prover
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Tamarin Prover

Tamarin code: Protocol diagram:
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Protocol model in Tamarin
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Lemma - example

lemma secrecy:

”All Alice Bob secret #i .
AliceSession(Alice, Bob, secret) @ i

==> /* implies */

Ex #j. BobSession(Bob, Alice, secret) @ j
& /* and */

/* adversary never knows the secret */

not(Ex #k. KU(secret) @ k)”
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No authentication - Tamarin’s attack
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Importance of authentication stage

Verified properties:

• secure shared secret

• resistance against replay attack

• injective agreement (if users
authenticated each other)
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Conclusions and related work

Conclusions:

• Tamarin is an extremely useful verification tool

• many examples available online

• requires a careful design - a mistake can be costly!

Related work:

• session key exchange based on long-term key

• challenging for unreliable channels!
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Thank you for your attention!
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