Transient Execution Attacks

Daniel Gruss
June 20, 2019

Graz University of Technology

Ty,

Daniel Gruss — Graz University of Technology



(QHWT HER T LR M@ 1l

PWEAP 'TASTIC

np WHERE
ro FIND THEM REAL

o TIMERS

AND ZEPO

HTCH RESOLUTION l IITFCTT TRAI_ g

ATTACKS| VASCREEI




Marketing.. . www.tugraz.at

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names?

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?
e People will throw things together that don’t belong together

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?

e People will throw things together that don’t belong together
— Names enable unambiguous communication

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?

e People will throw things together that don’t belong together
— Names enable unambiguous communication

e Why do you need a logo?

Daniel Gruss — Graz University of Technology



Marketing.. . www.tugraz.at

e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?

e People will throw things together that don’t belong together
— Names enable unambiguous communication

e Why do you need a logo?

e Otherwise: media makes their own

Daniel Gruss — Graz University of Technology
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e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?

e People will throw things together that don’t belong together
— Names enable unambiguous communication

e Why do you need a logo?

e Otherwise: media makes their own — no control over how inappropriate these are
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e traditional cache attacks (crypto, keys, etc)

e actual misspeculation (e.g., branch
misprediction)

e Meltdown, Foreshadow, ZombielLoad, etc

e Let’s avoid the term Speculative
Side-Channel Attacks

e Let's be more precise

e — then we can think about actual mitigations
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Bug fixing
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7 Serve with cooked |
\ and peeled potaloes |










Wait for an hour

v

x LATENCY




1. Wash and cut ‘
IH vegelables |

2. Pick the basil leaves
and set aside |

! |
. 3. Heat 2 tablespoons of |
._;] oil in a pan

4. Fry vegelables until
golden and softened




3 Heat 2 tablespoons of
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Out-of-order Execution www.tugraz.at

int width = 10, height = 5;
float diagonal = sqrt(width * width
+ height * height);

int area = width * height;

printf ("Area %d x %d = %d\n", width, height, area);
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Parallelize
S

int width = 10, height = 5;

+ height * height);
int area = width * height;

8
[~
<
ke
QJ: float diagonal = sqrt(width * width
Q
<)
Q

(printf("Area %d x %d = %d\n", width, height, area);
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*(volatile charx) O0;
array [84 * 4096] = O0;
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Building Meltdown

e Flush+Reload over all pages of the array
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e “Unreachable” code line was actually executed

e Exception was only thrown afterwards
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O e Qut-of-order instructions leave microarchitectural traces

o
o

e We can see them for example through the cache

o - ~@®
q ? e Give such instructions a name: transient instructions
e We can indirectly observe the execution of transient instructions
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e Add another layer of indirection to test

char data = *(char*) Oxffffffff81a000e0;
¢ array [data * 4096] = O0;

e Then check whether any part of array is cached
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Building Meltdown

e Flush+Reload over all pages of the array

500

400
300 J{

0 50 100 150 200 250
Page

Access time
[cycles]

e Index of cache hit reveals data

Daniel Gruss — Graz University of Technology



www.tugraz.at

Building Meltdown

e Flush+Reload over all pages of the array

500

400
300 J{

0 50 100 150 200 250
Page

Access time
[cycles]

e Index of cache hit reveals data

e Permission check is in some cases not fast enough
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e How to prevent the crash?

Y

Fault
Handling

N
Fault Fault
Suppression Prevention
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Meltdown with Fault Suppression R

e Intel TSX to suppress exceptions instead of signal handler

if (xbegin() == XBEGIN_STARTED) {
char secret = *(charx) Oxffffffff81a000e0;
array[secret * 4096] = 0;
xend () ;

for (size_t i = 0; i < 256; i++) {
if (flush_and_reload(array + i * 4096) == CACHE_HIT) {
printf ("%c\n", 1i);
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Meltdown with Fault Prevention www.tugraz.at

e Speculative execution to prevent exceptions

int speculate = rand() % 2;
size_t address = (Oxffffffff81a000e0 * speculate) +
((size_t)&zero * (1 - speculate));
if (! speculate) {
char secret = *(char*) address;
array[secret * 4096] = 0;

for (size_t i = 0; i < 256; i++) {
if (flush_and_reload(array + i * 4096) == CACHE_HIT) {
printf ("%c\n", i);
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Foreshadow / Foreshadow-NG! www.tugraz.at

CPU micro-architecture

Page fault

!Jo Van Bulck et al. Foreshadow: Extracting the Keys to the Intel SGX Kingdom with Transient
Out-of-Order Execution. In: USENIX Security Symposium. 2018.
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footing from ROM...
zarly comsole in extract_kernel
input_data: Ox0OOOEOO00D1eBalVb
t_len: Gx00000000003d448f8
Ox0000000061 000006
L _len: Ox00006000011bc25E

total _si ¢ Ox0000000000deediO
booted wvia 2 320
Physical KASLR using RDTSC..
Jirtual KASLR using RDTSC. ..

Decompressing Linux, .. arsing ELF... Performing relocations... done.

looting the kernel.

i
i

leak hypervisor data from

oreshadow Demo









KAISER /'knizo/

1. [german] Emperor,
ruler of an empire

2. largest penguin,
emperor penguin
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Shared address space

’ User memory 8 ﬂ Kernel memory

context switch
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Without KAISER:
Shared address space

’ User memory 8 q ‘ Kernel memory

context switch

With KAISER:
User address space
’ User memory 8 q ‘\ _ Not mapped
0 e el =il
3 e
g, .
context switch B § { Interrupt !
3 S ! dispatcher |
5
8 R !

SMAP + SMEP s q ‘/ Kernel memory

Kernel address space
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KAISER (Stronger Kernel Isolation) Patches MBIz

e Our patch
. e Adopted in e Adopted in
e Adopted in X
: P Windows OSX/iOS
Linux

— now in every computer
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LUT

index = 6;

if (index < 4)

& @

Prediction

LUT [data[index] * i 0

Spectre-STL (v4): Ignore sanitizing write access and use unsanitized old value instead
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Animal* a = bird;

a->move ()
Q %,
© @ 20
Prediction
LUT [datal[a->m] =* ] 0
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Animal*x a = fish;

a->move ()
Q %,
© @ 20
Prediction
LUT [datal[a->m] =* ] 0
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Animal*x a = fish;

a->move ()
Q %,
© @ 0
Prediction
LUT [datal[a->m] =* ] 0

Spectre-BTB (v2): mistrain BTB — mispredict indirect jump/call
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Animal*x a = fish;

a->move ()
Q %,
© @ 0
Prediction
LUT [datal[a->m] =* ] 0

Spectre-BTB (v2): mistrain BTB — mispredict indirect jump/call

Spectre-RSB (v5): mistrain RSB — mispredict return
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e v1.1: Speculatively write to memory locations

2Vladimir Kiriansky et al. Speculative Buffer Overflows: Attacks and Defenses. In: arXiv:1807.03757
(2018).
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e v1.1: Speculatively write to memory locations
— Many more gadgets than previously anticipated n

e v1.2: Ignore writable bit

2Vladimir Kiriansky et al. Speculative Buffer Overflows: Attacks and Defenses. In: arXiv:1807.03757
(2018).
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e v1.1: Speculatively write to memory locations

— Many more gadgets than previously anticipated n
e v1.2: Ignore writable bit

— = Meltdown-RW

2Vladimir Kiriansky et al. Speculative Buffer Overflows: Attacks and Defenses. In: arXiv:1807.03757
(2018).
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in-place (IP) vs., out-of-place (OP)
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PHT-CA-OP % )
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( Cross-address-space
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Mitigations

Table 1: Spectre-type defenses and what they mitigate.

<
o
1) Q5
S
L &55 555 &
. S F5S 9S85 &
Fy FTeXIF 588 &
Q9 S.$ §3 '37/\& AN
DELOSETE 0, Py e 9
Defense -2.8= % S5 esSORLLELTD
Attack SHQXXLEGHFNYG ARG o

Spectre-PHT O00CC @O000CCoORODO
Spectre-BTB OOO0C@OCCOOCCOOOCHMOOO
Spectre-RSB OOOQOCCOOOOOOCOOMOCOC
Spectre-STL OO0OCO OO 0OOOOOOMOMO
Spectre-PHT O00CC 00000000 O0RMONC
Spectre-BTB OOOC@OCOCOQOOOOOCOCOMOOO

Intel

ARM Spectre-RSB OO QO OO QOO OCOCOCOMOO O
Spectre-STL OOOCOOCO QOO0 OOCOH O
Spectre-PHT OO0 000000 OROIDO

AMD Spectre-BTB OO0OC@COCOOCORDIDCOMO OO

Spectre-RSB OOOOCOCCOOOCOOHNOMO OO
Spectre-STL  OOO0CO OO QOO OOOORONO

Symbols show if an attack is mitigated (@), partially mitigated (@), not mitigated (O), theoretically
miticated () theoreticallv imneded (I not theareticallv imneded (T or ont of scone (O)
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Table 2: Reported performance impacts of countermeasures

Impact Performance Loss Benchmark
Defense
InvisiSpec 22% SPEC
SafeSpec 3% (improvement) SPEC2017 on MARSSx86
DAWG 2-12%, 1-15% PARSEC, GAPBS
RSB Stuffing no reports
Retpoline 5-10% real-world workload servers
Site Isolation only memory overhead
SLH 36.4%, 29% Google microbenchmark suite
YSNB 60% Phoenix
IBRS 20-30% two sysbench 1.0.11 benchmarks
STIPB 30- 50% Rodinia OpenMP, DaCapo
IBPB no individual reports
Serialization 62%, 74.8% Google microbenchmark suite
SSBD/SSBB 2-8% SYSmark®2014 SE & SPEC integer
KAISER/KPTI 0-2.6% system call rates
L1TF mitigations -3-31% various SPEC

Daniel Gruss — Graz University of Technology
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e ECC memory — fewer bit flips
— it’s an optimization problem

e what if “too aggressive” changes over time?
— difficult to optimize with an intelligent adversary
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— e new class of software-based attacks
—_— e many problems to solve around microarchitectural attacks and
: especially transient execution attacks
o m— e dedicate more time into identifying problems and not solely in

mitigating known problems
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