
Alessandro Chiesa
UC Berkeley

1

Zero Knowledge
Succinct Arguments:

an Introduction



2

Motivation



3



3

cryptography is a powerful tool 
for building secure systems



3

cryptography is a powerful tool 
for building secure systems

much of the cryptography used today 
offers security properties for data



3

cryptography is a powerful tool 
for building secure systems

Alice Bob

much of the cryptography used today 
offers security properties for data

confidentiality
m



3

cryptography is a powerful tool 
for building secure systems

Alice Bob

much of the cryptography used today 
offers security properties for data

confidentiality

Enc(m)



3

cryptography is a powerful tool 
for building secure systems

Alice Bob

much of the cryptography used today 
offers security properties for data

confidentiality authenticity

Alice Bob
m

Enc(m)



3

cryptography is a powerful tool 
for building secure systems

Alice Bob

much of the cryptography used today 
offers security properties for data

confidentiality authenticity

Alice Bob
m

Enc(m) Sig(m)



3

cryptography is a powerful tool 
for building secure systems

Alice Bob

much of the cryptography used today 
offers security properties for data

confidentiality authenticity

Alice Bob

what about security properties for computation?

m
Enc(m) Sig(m)



3

cryptography is a powerful tool 
for building secure systems

Alice Bob

much of the cryptography used today 
offers security properties for data

confidentiality authenticity

Alice Bob

what about security properties for computation?

cryptographic proofs offer 
privacy-preserving integrity for computation

m
Enc(m) Sig(m)



3

cryptography is a powerful tool 
for building secure systems

Alice Bob
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offers security properties for data
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what about security properties for computation?

cryptographic proofs offer 
privacy-preserving integrity for computation

m
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one of the exciting crypto deployment frontiers today
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[GMR85]: ZKPs for certain number-theoretic problems (QR,QNR)
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“I know x s.t. y=F(x)”

F function
y claimed output
x private input

F function
y claimed output

rover erifier

Powerful cryptographic primitive.

BUT
interactive not succinct

communication complexity 
& verification complexity 

are proportional to time(F)
for typical F 

size(F) ≪ time(F)
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[BCS16][RRR16]

The verifier can simultaneously leverage 
randomness, interaction, and probabilistic checking.



ZK-SNARKs From IOPs

22



ZK-SNARKs From IOPs

22

Probabilistically Checkable Proof

P

P
V

RO[Micali94]

Zero Knowledge SNARK



ZK-SNARKs From IOPs

22

Probabilistically Checkable Proof

P

P
V

RO

Interactive Oracle Proof

P

[Micali94]

[BCS16]

Zero Knowledge SNARK



ZK-SNARKs From IOPs

22

Probabilistically Checkable Proof

P

P
V

RO

Interactive Oracle Proof

P

[Micali94]

[BCS16]

Q: any efficiency gains?

Zero Knowledge SNARK
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Still more research is needed for practical deployment.
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P
Q

D

h~↵, ·i

Def: The language L consists of tuples 
                          (p1,…,pm) 
where each pi is a quadratic polynomial 
over F in n variables such that there is an 
assignment w=(w1,…,wn) such that 
                p1(w) = … = pm(w) =0.

Theorem:
The language L has a linear PCP with 
•proof length (n+1)2, 
•query complexity 3, 
•soundness error 2/|F|.
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Bundling. Let r
1

, . . . , rm 2 F be random and ! = (!
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