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Parallel cryptanalysis can be applied in many different settings

V Brute force

V Publickey / symmetric cryptography

V Computation of higheorder correlation power analysis
attacks

The working rebuilt bombe at Bletchley Park museum.
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What is Parallel cryptanalysis?
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Parallel cryptanalysis can be applied in many different settings

V Brute force

V Publickey / symmetric cryptography

V Computation of higheorder correlation power analysis
attacks

Useparallelcryptanalysigo solve mathematical
problems which form the theoretical foundation of
many publiekey cryptographic schemes.
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Goals

1. Show thebestmethods to cryptanalyze publieey cryptography
a) Explain some of the details
b) Effort estimates (security assessment)

2. From a computational and parallel point of view

3. Publickey cryptography is fun!
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Tiny keys

Fast crypto Slow crypto
No security Too much
(?)security

Huge keys
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Approach: Use thbestparallelizable algorithms
Does it make sense to sdkie best attack?

Fastest (time)

Minimize power consumption  (green)

Minimize investment (re-use existing hardware)

Et cetera (invent your own characterization for best)

This presentation Minimize walclock time using commonly available compute power



Integer Factorization

Many generic_integer factoring algorithms follow the same old approach.

Idea: an odd integer € can be written as the difference of two squares

For instance, idea behind

A Fermat factorization method
A Quadratic sieve (and variants)
A Number field sieve

Given a composite odd € N d, find non-trivial factors rjand rj suchthatngrnn € (1 n).
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Idea: an odd integer € can be written as the difference of two squares

For instance, idea behind

A Fermat factorization method
A Quadratic sieve (and variants)
A Number field sieve
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Integer Factorization: Fermat factorization method

Good at finding large divisors

Given ¢, try to find ®and ®suchthat® & @, start with [VE]

Example
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Integer Factorization: Fermat factorization method

Good at finding large divisors

Given ¢, try to find ®and ®suchthat® & @, start with [E]

Example
CCXWOoULOo
Ve ¢ ) wt

TY CEXuWwu v
k(TlJJU)(TLIJU) TO U0 CGQXW

Generalization
Findwand wsuch that
wkow I TA andoKwl I &
then with high probability
CAA de) pl ©



Integer Factorization

1. Polynomial selection
DegreeQ p, integerd £ 7, radixd representation of Q& E " Q
Leads tdQ(®) B "Qo Ny @ with' Q(d) k (i T A) (one can do better) andX®) & A&

2. Relation collection
Find ceprimectoy ¥ ¥ such thatw Qi) andw QMW FIF OU2NER Ay a2 avyl ff

3. Matrix step
Find even sum of small prime exponent vectors, solve linear dependencies between the relations
(find random elements of the nudipace of the matrix)

4, Square root
Compute the square root of a large element of the number field
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Relation Collection

Sievingidentifies many pair§c fo) such thatow "@H) andw "Q ¥ have many small factol
(memory intensive)

Cofactorization(to check: igd "Q@H0) || ,-smoothandw "Q 6w || +-smooth)

1. Polynomial evaluation

2. Compositeness test (MilldRabin)

3. Trial division

4. Pollardny p(stage 1 & 2)

5. Elliptic curve factorization method (stage 1 & 2) using twisted Edwards curves
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Relation Collection

Sievingidentifies many pair§c fo) such thatow "@H) andw "Q ¥ have many small factol
(memory intensive)

Cofactorization(to check: igd "Q@H0) || ,-smoothandw "Q 6w || +-smooth)

1. Polynomial evaluation

2. Compositeness test (MilldRabin)

3. Trial division

4. Pollardny p(stage 1 & 2)

5. Elliptic curve factorization method (stage 1 & 2) using twisted Edwards curves

Modular arithmetic Cofactorization can check many pairs
(Montgomery multiplication) (Whw) S|multaneously. Can we offload this
to another device?

Possible answefGraphicgprocessing unit

Exact division

AndreaMiele, Joppe W. Bos, Thorsten KleinjuAgenK. LenstraCofactorization on Graphics Processidgits. CHES 2014



Graphics processing unit ( Nvidia platform)

A Modern GPUs are massively parallel 32-bit many-core architectures
A One Integer or floating point instruction/clock cycle per thread/core
Usually run thousands of threads




Graphics processing unit ( Nvidia platform)

A Modern GPUs are massively parallel 32-bit many-core architectures
A One Integer or floating point instruction/clock cycle per thread/core
Usually run thousands of threads

NVIDIA FERMI NVIDIA KEPLER
(GTX 500 family) (GTX700family)

Cores Up to 512 Up t02880

SMs Up to 16 Up to48

Freq Upto 1544MHz Upto 980MHz
DRAM Up to 3GB (192 GB/s) Up to 6 GB (336 GB/s)




Relation Collection on GPUs

A GPUs have been considered as cryptanalytic coprocessors before (e.g., for ECM)
A First time for the entire relation collection phase

Transfer batch o o) from CPU to GPU

Repeat in parallel until afto hid) have been processed {
Thread receive&® ho)
Polynomial evaluation + Trial Division
Perform compositeness test and put results in correct bucket
Pick composite from bucket and perform dedicated Polfard p
Performcompositeness test and put results in corrécicket

for EQ T[ITQ é ITQ { 64-bit 96-bit 128-bit 160-bit
Pick composite from bucket and perform dedicatedM @b) e ety iy e
Performcompositeness test and put results in correct bucket 1 1 i 1 1
}
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» All thePollardry pand ECM
Transfer batch O((JL) I’D.)) fromePU to GPU a|gorithms run Concurrenﬂy
Repeat in parallel until afko hw) have been processed { O must use the same parameters

Thread receive&® ho) O how to optimize?
Polynomial evaluation + Trial Division
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Parameter determination

Observation: Varying the bounds of the Pollard p factoring (within reasonable ranges)
does not noticeably affect the yield
Explanation: All missed prime factors are found by the subsequent ECM attempts.
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(if not too much time is spent on Pollard n  p)



Parameter determination

Observation: Varying the bounds of the Pollard p factoring (within reasonable ranges)
does not noticeably affect the yield
Explanation: All missed prime factors are found by the subsequent ECM attempts.

However, early removal of small primes reduce the size of the composite

O reducing the ECM run time
O reduces the overall run time
(if not too much time is spent on Pollard 1

The time difference for the entire
cofactorization when the yield is fixed at
95% when varying the 6 and 0

bounds for Pollard r;  p on the rational
side

p)

7.1

6.9
6.8
6.7
6.6
6.5
6.4
6.3
6.2
6.1

5.9
5.8

Seconds



Results

CPU used: Intel i7-3770K CPU, with 4 cores, 3.5 GHz with 16 GB of memory
GPU used: NVIDIA GeForce GTX 580, with 512 CUDA cores, 1.5 GHz with 1.5 GB of global memory

Target number: RSA-768 (same polynomial as used for the factorization)

Processing multiple special primes with desired yield 99%.

Large Number of | Setting Total Relations | Relations
primes pairs after seconds |found per second
sieving
CPU only 1602 6855 4.28
4 LEp T

GPU + CPL
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Results

CPU used: Intel i7-3770K CPU, with 4 cores, 3.5 GHz with 16 GB of memory
GPU used: NVIDIA GeForce GTX 580, with 512 CUDA cores, 1.5 GHz with 1.5 GB of global memory

Target number: RSA-768 (same polynomial as used for the factorization)

Processing multiple special primes with desired yield 99%.

Large Number of | Setting Total Relations | Relations
primes pairs after seconds | found per second
sieving
CPU only 1602 6855 4.28
4 LEp T
GPU + CPL 1300 8302 6.39
V Latency down by a factor p& o Not considered

V Number of relations found up by 21.1%

u Purchase cost GPU versus CPU
V Yield / second up by a factor 1.49x

u Power comparison GPU versus CPU



Pollard Rho

Given primeg)] oh™ON O(¢ )1 FEO ASRON ("Q
AEEROAQOBDEAD® O
A Originally an integer factorization method (1975)

A Three years later turned into approach for solviigs[A]
A Performa pseuderandom walk through the set gfoints

(length tail length cycle / | [B,C])

-'_‘ XA"—J.U—]. XA_'_,“_z

[A] J. M. Pollard. Monte Carlo methods for index computation (mod p). Mathematics of Computation, 1978
[B] B. Harris. Probability distributions related to random mappings . The Annals of Mathematical Statistics, 1960
XD [C] P. Flajolet and A. M. Odlyzko. Random mapping statistics . Eurocrypt 1989



Pollard Rho
Given primeg)] oh™ON O(¢ )1 FEO ASRON ("Q
AEEROAOODEAD O

A Originally an integer factorization method (1975)
A Three years later turned into approach for solviigs[A]
A Performa pseuderandom walk through the set gfoints

(length tail length cycle / | [B,C])

»adding walk

Xyt -2 o Define index functiodd ED("Q ™ [mB h p]

o JHnducedi -partition ('Q z "Qwhere"Q {wDoN (OhKw) Q
(all of approximately the same cardinality)

0 Select random multiplierd andv to defineil points’Q 60 0O

o One step is defined as: 0 Q@

[A] J. M. Pollard. Monte Carlo methods for index computation (mod p). Mathematics of Computation, 1978
[B] B. Harris. Probability distributions related to random mappings . The Annals of Mathematical Statistics, 1960
[C] P. Flajolet and A. M. Odlyzko. Random mapping statistics . Eurocrypt 1989
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Parallelization of Pollard Rho

0i42 ¢ Djt1

Can we compute Pollard rho using multiple computational resources?

What happens if we run Pollard rlio times in parallel?
O /& speedup

Can we do better?

Letthed LI N} £ £ St AyaidlyOS da¢g2NJ] G23SGK
O share some points (distinguished points)

(Collected in a central database, collision search is performed here)

O factora speedup

P. C. van Oorschot and M. J. Wiener. Parallel collision search with cryptanalytic applications. Journal of Cryptology, 1999
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Using Pollard Rho to solve ECDLPS

Advantages of Pollard rho

V Very low memoryequirement (can run virtually on any device!)

V Canstore a batch of distinguished points locally and sent them to the
centraldatabase in batches.

What devices can we use to solve ECDLPs?
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Using Pollard Rho to solve ECDLPS

Advantages of Pollard rho

V Very low memoryequirement (can run virtually on any device!)

V Canstore a batch of distinguished points locally and sent them to the
centraldatabase in batches.

What devices can we use to solve ECDLPs?

A Joppe W. Bos, Marcelo [gaihara Thorsten Kleinjung, Arjen K. Lens®aterL. MontgomerySolving a 11it Prime Elliptic Curve Discrete Logarithm
Problem on Game Consoles using Slopfsduction InternationalJournal of Applied Cryptograpt012
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Advantages of Pollard rho

V Very low memoryequirement (can run virtually on any device!)

V Canstore a batch of distinguished points locally and sent them to the
centraldatabase in batches.

What devices can we use to solve ECDLPs?

A Joppe W. Bos, Marcelo [gaihara Thorsten Kleinjung, Arjen K. Lens®aterL. MontgomerySolving a 11it Prime Elliptic Curve Discrete Logarithm
Problem on Game Consoles using Slopfsduction InternationalJournal of Applied Cryptograpt012

A Daniel V. Bailey,ejlaBating Daniel J. Bernstein, PetBirkner Joppe W. Bos, Hsi&hung Chen, Cheévlou Cheng, Gauthier vabamme Giacomo de
Meulenaer Luis Julian Dominguez PerdanfengrFan, TinGuneysy FrankGurkaynak Thorsten Kleinjung, Tanja LanbeleMentens RuberNiederhagen
ChristofPaar Francesc®egazzoniPeterSchwabelLeifUhsadel Anthony VarHerrewege Bo-Yin YangBreaking ECC2K30. CryptologyePrintArchive,
Report 2009/541IACR, 2009



Pollard Rho on Mobile Devices

Fun exercise (back in 2010) use Pollard rho with negation map to solMatlBHGDLP

Apple iPad family (2015) 250 million sold Ipad(2010) VOEpT

Apple iPhone family (2015) 700 million sold Apple A4 (= ARIZortextA8, |iterations per
Android active monthly usef2014) 1000 million 1.0 GHz, singleore) second

ldea use their compute power when they are charging (night time)

Effort: /¢— p&gp 1T iterations expected® p mipadyears



Pollard Rho on Mobile Devices

Fun exercise (back in 2010) use Pollard rho with negation map to solMatlBHGDLP

Apple iPad family (2015) 250 million sold Ipad(2010) VOgp T

Apple iPhone family (2015) 700 million sold Apple A4 (= ARIZortextA8, |iterations per
Android active monthly usef@014) 1000 million 1.0 GHz, singleore) second

ldea use their compute power when they are charging (night time)

Effort: /¢— P& ép 1T iterations expected® p Ttipadye odern Ipadyears

< Newer models havenultiple cores, 64bit architecture, higheclockspeeds + better implementation —>
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Latticebased cryptosystems Motivation

AShortest Vector Problem (SVP) used as a theoretical foundation in many
PQcrypto schemes

A Lattice based encryption / signature schemes, flatiynomorphicencryption
A Often compute in an ideal lattice for performance reasons

Y d[Q)fw  p

AExactSVP is known to HdPhard under randomizedeductions
(In most applications approximations aemough)

AHow efficient can we find short vectors in ideal lattices?



SVP solvers

Asymptotic rigorousproven runtimes (ignoring polfog factors in the exponent)
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SVP solvers

Asymptotic rigorousproven runtimes (ignoring polfog factors in the exponent)

Voronoi C C
List Sieve ¢ 8 ¢ &
Enumeration q Bl

Asymptotic heuristiccuntimes

BKZ 2.0 ¢ ¢0 ¢0 M D IV

+ Enumerationwith . TR

extreme pruning e gU £C B e

GaussSieve o 8 ¢ c®8

Decomposition ¢ c®8

Voronoi GdzLd 02 RAYSYaAzy yé

Only sieving algorithms take advantage of the ideal lattice structure



Sample a list of vectors and Gauss reduce all vectors with respect to each other



Each vector corresponds to two half spaces.
If a vector is in halfpace of another previous vector, it can be reduced.



Each vector corresponds to two half spaces.
If a vector is in a haBpace of another previous vector, it can be reduced.
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When two vectors can reduce each other, the shorter one reduces the longer

one.
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When two vectors can reduce each other, the shorter one reduces the longer
one. The halspaces increasingly cover more space.



Gauss reduced.

irwise

All vectors become pa



Gauss reduced and the list consists of shorter and

irwise

All vectors become pa

shorter vectors.



Repeat until we find a short vector or enough collisions.



Repeat until we find a short vector or enough collisions.
Nothing can be proven about the collisions.



